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S G IR SIS BIAS [F) 4 H DAF, DR R DB 55 A A S A B, 3 A2 AN ] ol 55 % it X 245 P 5 3K
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> s

B 2 ) S R OO PR, B R4 R 64Kbps; MBI SCRE i, A%, UL B
PRIE, BG4 IR IR T, IREMRACR.

> 5% VLAN

B IE S % OUIl HilbiR B Dy 6E, @it Voice VLAN A, X5 Sk T4 5 %M QoS Bl &, f¢
AR GT A AR E 2 e A BRI AR e % A R R (), PRAE I 1 o & o

> HEEH

XHFFIGMP V1/V2/V3, L IGMP Snooping £, BERGFHESCRFLHIBERN A, W IPTV. A& i &5
5, SCFFHAE VLAN, BR0B R seiR g, e Dirs s f A e, ES AL ik ik R kb 22 S )
B, PEmARBEE AR, RAMAFRCEFTIEE, TEWR, ERFOHEE,

BRI

> R

XHFES) STPIRSTPIMSTP 2 EE M R HIAR, MoRIEm BB AR . TUR &M EEST, TRIEM 2%
AR EIZIT. SCFF TC (Topology Change) R SCLRH, b ik 2 2 2RER M TC R CHE I, 4
EI MR ERAE AR RAR K . A IS SRR IR AR . A9 . BPDU {#%". BPDU id jE%:
IRE .

> BEERIER

PALTF TICER. 304 LACP PR R, BEA Y By o5, $emBERg om0, R mT LSk
A LT . BRI A o

Rit. BEKMKEH
> RYGEH

Y CLI #5447 (Console, Telnet, SSHV1/V2), Web W% (HTTP. SSL V3/TLS V1), SNMP
(V1/V2c/V3) 2 fpaE By A,

> EeEH

I B I SRR, RERSIRIT MR IS & e S B AR, SCRFPR A P E,  SROLET RN LB
PRI ThRE, S8R E 22 Ak

> PRI

SCRFuR U0 B Wa 4%, 45 A 48 e AT BCPE T DASE I 5 2532 1R 4, RMON Zhfgn] LAsE sl 4 it
A EINEE, T 2% rp A R A S A A 2% P S R M s R A B

> RGP

YFE CPU. WAFSERFIEES, ¥ VCT B A, JiE el i, FRFF Ping. Tracert
AR, BRAA BT HE BB 1) R 2715 A

> RGHE

RME I H SRS ST, AR RO B R G H AN EE E S A Thee, AR R EE
AT FIP LRI -



=EMERZEN H

2.3 PRI
2.3.1 £ETHR=ENEZHEHLATHEHIK

TL-SG5452 (1)1 i #% H1 48 4~ 10/100/1000Mbps RJ45 i 1.4 /> 1000Mbps SFP i 1.1 /> Console
Uiy 1 FIFE R KT R, W B R

ggggg
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

e | ;; — =

2-1 TL-SG5452 [#Hi iR

TL-SG5428 ({1 # H1 24 4 10/100/1000Mbps RJ45 i 1.4 4> 1000Mbps SFP i 1.1 4> Console
g AR 7RI 208, a0~ TR .

TP-LINK’ el B ]
TL-SG5428
OOOOOOOOOOOOOOO
L3 Managed Switch
Eeraraeareseas I L]

K 2-2 TL-SG5428 [ kK

TL-SG5828F [fri Mk 8 4~ 10/100/1000Mbps RJ45 %41, 28 4~ 1000Mbps SFP i1, 1 4>
Console % I FFERIT 8 W B Fs.

- 5 s o o = - - - T - o = T - = = z z
TP-LINK e[S B e[S
r-a[$ g[8

SSSSSSSSSSSSSSSSSSSSS - . ---- ---- ----

Power2 4 6 8 10 12 14 16 18 20 22 24 26 28 Console.

0000000000000 0O0

oPeR9RR82282888 ---- ---- ----

o5 5 ¢ e 5o ) = =

K 2-3 TL-SG5828F 1] Hii i

TL-SG5820F faiTHIHR H1 8 4~ 10/100/1000Mbps RJ45 ¥ . 12 4~ 1000Mbps SFP #ild. 1 4>
Console i AR~ AT 4%, a0 N B R

TP-LINK® o

TL-SG5820F Power 2 4 6 8 682 0 Comoe

2 . B o
gles
666888888 o o " n n " s " " ® o »
L3 Managed Switch
00000000000
Speni 35 7 8 M@ E T

K 2-4 TL-SG5820F [ Hii TR BT

TL-SG5218 {1 H# H1 16 4> 10/100/1000Mbps RJ45 ¥ii 1.2 > 1000Mbps SFP i 1.1 /> Console
Uity I RIHR 7R T %, W B FTR .

- . 2 P . s W e w .
TP-LINK 16 ar[B
TL-SG5218 Powr 2 4 6 8 10 12 14 16 @ Cowole
O0O0OO0O0OO0OOOO
L3 Managed Switch
0000000000
=t 36 70 M e
] s s ; . <. 5w B 0

K 2-5 TL-SG5218 [FIHi fiHk

9
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TL-SG5210 R T 1 8 4~ 10/100/1000Mbps RJ45 i 11,2 4 1000Mbps SFP i 1.1 /> Console
o AR 7R KT 20, a0~ R .

T ® TLSGs210 ® o S
p-LINK L3 Managed Switch Portt [: g ERD B

cccccc 1 2 3 4 5 6 7 s
9 10

O 00000

Power 1 3 5 7 §

0 99900 EE

Syom 2 4 6 5 10

K 2-6 TL-SG5210 [FIHl itk

> 10/100/1000Mbps RJ45 %51

X ¥F 10Mbps. 100Mbps 5% 1000Mbps # % H &M YjgE, 2 H3h#% (Auto-MDI/MDIX) TJEE,
A U R —NME7RET, Bl Link/Act #87-4T .

> 1000Mbps SFP ¥ H

SFP it A T- AR A . TL-SG5452/TL-SG5428/TL-SG5820F/TL-SG5218/TL-SG5210 HJit 7.
SFP St 1, AN 06 R — MR AT, B Link/Act $7-4T . TL-SG5828F [y 1F-8F i 155 1-8 i
>4 Combo 1, JLHFERIT .

» Console 3gH
Console i F T Al B0 E H A 20 1 5 1 AH I DL PR ke B 28 el o
> AT

fe/R4T, %5 Power, System, Link/Act f87-4T. B FERAT AT LRI AZHHLE TR, FRE
VRN TR R KT TAERAS

-y AN RE i::3%)
R ARG IER
Power | HLUEFRNAT -
ISP RGARIE A B
(a0 ARG

System | RGFERIT | INFR RAIEHE

KK RYUR s RETRKONIER, R BE R K R

SRR S | i IR ¥ B T AEA/E 1000Mbps % T
w

o | U IE
HOHR |
Link/Act [IRZ&H85R4T HAT

HRE % H TAF7E 10/100Mbps (SFP 124 100Mbps)

AR i 1 IEAE A& S Hdfs

FEK i I AREFE e

10
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2.3.2 £ TK=EME PoE ZZHHLETTEIR

TL-SG5452P (IR 1 48 > 10/100/1000Mbps RJ45 il 1. 4 4> 1000Mbps SFP i1, 1 4
Console ¥ii [\ 1AM R IR RAT AR W FE R,

K| 2-7 TL-SG5452P ¥R TR

TL-SG5428PE R Hi#i 1 24 4> 10/100/1000Mbps RJ45 3 1. 4 4 1000Mbps SFP i1, 1 4
Console ¥ 1. 1 MREAFEHIT ICAFRRAT A, W FE R,

® o 1000mbps s 2 « . . 1 W “ 1 o 2 2 2 o : \
- 1243 o n[eoowee  poe [T 00 :
Poner covmne
TL-SG5428PE 2 46 8 2 2
O 0O DOOOCOOOCOO(0Cf Ore b )
" s st ammmUwn N 1 s g B o " 1 15 ™ B = B = £ )

2-8 TL-SG5428PE i ik

TL-SG5226PE fH{Hi# H1 24 > 10/100/1000Mbps RJ45 i1, 2 4 1000Mbps SFP i, 1 4
Console i [, 1 MERF I AT RATH S, T B,

TP-LINK® Loy o e[Sl e[S
o b
o - _omee
TL-SG5226PE 7o REEEE - 0
L3 Managed PoE Switeh o, © © © O oo 939 O wrinc ° _‘ _‘
O 00O0O0 [eXyelye] O Pok

K 2-9 TL-SG5226PE [ Hij [HiH

TL-SG5226P (IR 1 24 /> 10/100/1000Mbps RJ45 il 1. 2 4> 1000Mbps SFP il 1. 1 4
Console ¥ii [\ 1AM R IR RAT AR W E R,

2 I 5 s 10 12 1 16 1 2 2 2

TP-UINK® o wesfE
o e o
TL-SG5226P 2 4 8 8 26 25 26
L3 Managed PoE Switch s ©. 0 2 2 O € O[O O ® E _| _|
O O0OO0OO0OO0OO0OO0OOOOO0OO O Pog.
PoEMSX 4 3 5 7 9 11 13 15 17 19 21 23

5 7 3 s 7 g " 1 18 7 19 2 E]

K| 2-10 TL-SG5226P [ #i it

TL-SG5218PE IR HIH 1 16 4> 10/100/1000Mbps RJ45 ¥ 1. 2 4 1000Mbps SFP i1, 1 4
Console ¥fi [+ 1AM REE S IR AT AR, R R

2 v n W
TP-LINK® SRS RN 14 - v
e . i

2 G
TL-SG5218PE T4 2 1 e . o
L3 Managed PoE Switch s O3 ® E‘ _| _|

O O0OO0OO0OO0OO0O0O0O O Pog.

PEMSX 4 3 5 7 9 1 13 15 7 ‘—‘ 9 El 13 15

g 5 s
7 3 s 7

K 2-11 TL-SG5218PE i i

11
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TL-SG5210PE HIRTIHA B 8 4~ 10/100/1000Mbps RJ45 i 1. 2 4~ 1000Mbps SFP i1, 1 4>
Console ¥ii [+ 1 MR RFFERIT AR, 0 F B,

tops

ccccccc

Power Syslem 2 66
0O o 0oo0oO 6 trwinat
,,,,,,,,,,,, ®
O 0000 Qroe ]
PN 1 5 5 7

9

K 2-12 TL-SG5210PE [/ it
TL-SG5452P i1
> 10/100/1000Mbps RJI45 ¥

% ¥F 10Mbps. 100Mbps 5% 1000Mbps i# % HiEMNIEE, XFEFHshEIF (Auto-MDI/MDIX) IhgE,
BN PO A —ANERAT, B 1-48 3 R R

> 1000Mbps SFP ¥

SFP i AL T AR, JyBhSE SFP S 1, BN W A — 7R, BT 49-52 3 87547 .
> Console ¥ H

Console 3 FFH TR TH LB H A 283 (14 5 11 AHEE DLUE B Bl e B A2 #ell .

> BEREHIR
e PR RIT O, WA 1-48 3 DR AT TR IR .
> BT

FRIT, B3 PWR. SYS. PoE Max. FAN. 1-52 & 48747 .

THAA — MR AXEFE T, 7T PLCE 1-48 by 87~ kT 48 R AS - 24 Link/Act $87-4T s 52, 1-48
sity 148 7 KT F8 7 AR BHR AL IR S s 2 POE 4878 4T fimeiy, 1-48 ity 48 78 KT $8 7 Fo) A2 i 11 Ao 43t otk
. Link/Act B F8 RS EINTT IS

KT R DR AR S AL TARIRES, N R VR B Fa- )T AR

BRI | &K I
lmm | RZghE
PWR | LIRS :
WK | B
we | RGRE
SYS ARG taAT | INER ARG IEH
WK | RGEE IO IER, B SR N
M| POE MM TR A T T
&5 THEEFAT [ R | POE Ayt oh 28 B T Ty 26 3 ELI SR [R5 2 )%
WK | POE Mt o ik B T o %
ek | RERE TR
FAN K 7R IT —
OT s | P R L

12
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AV INE LY s RE iR

Link/Act $87-47 552 POE 8/~ 4T fist

SR ST | I IR B B T AEAE 1000Mbps AR | PoE LI

1-48 RESFERST | R | I O IR & £ H TAELE 10/200Mbps # 2 | ——

INER i I IEAE AR S dha PoE fHt i1

(SO i I AREFE B REAT POE fEH

SR EVH S | i IR E R & HL L /EAE 1000Mbps 83 T

49-52 | WRASTEANAT | INKR Sy 11 1 7E A% a2

KK i I AREFE B

TL-SG5428PE/TL-SG5226PE/TL-SG5226P/TL-SG5218PE/TL-SG5210PE i HA:
> 10/100/1000Mbps RJ45 %3 H

3CHF 10Mbps. 100Mbps £ 1000Mbps 3% F & M IR, SR sifl% (Auto-MDI/MDIX) Tiig,
ot DGR —ANER T, B Link/Act or POE #7R4T

> 1000Mbps SFP ¥ H

SFP i LU T IHARCA M, BSE SFP S 11, B LN A —MERAT, B Link/Act $57547 .
> Console %M

Console 3 [ T TH LB H A 283 (1 £ 1 AHEE DUE 31 Bl e B A2 #edl .

> BEREHRITR

PR IT %, W] LAY Link/Act or POE F5 74T IR IR A .

I - i)

T8R4, f1FE Power. System. PoE Max. Link/Act or POE. Link/Act #5747 .

TN — AR TF O, LA Link/Act or POE 87T H8 R4S . 24 Link/Act 187~ 4T A=
iiF, Link/Act or POE 87847 #a 7R IR BURAEHIRES: 24 PoE /84T A, Link/Act or POE f8754T
FETR IR DAL HR A . Link/Act 038 R S BRI TF I

KT R DR AR S AL TARIRES, N R VR B Fa- )T AR

AT | B RE Eii15%)

L L ARG HIEH
Power | FIJTR/RT ‘ :
MK ARG B LR
(e ARG

System | KGRI | INKR REIET
FEK RAJA BRI IONIER, H3ER KN

13
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AV INE LY s K& iR

W7 |PoE MM A BT
TOS {ShEIRAT | IUKE | POE St B I ELRRIN L 2 45
KK | POE Mkt ik BT )

Link/Act $8734T 5% POE a7~ 4T i
SR EVH S | i IR R % HL L /EE 1000Mbps i3~  |PoE fitH 1EH
LINKIACE |y | s | 38 11 TE 25 45 ¥ 4% HL T 76 10/100Mbps 2% | ——

or PoE
INER i 1 IEAE AR S dfs POE fit i #
KK i I AREFE B ARIHEAT PoE fitH

Zrt0 T | v I IR H R H DR 7E 1000Mbps 3# %~
PEEH ST | I IR HOE R B % H T AR AE 100Mbps J# 5
INER i I IEAE A& S Hdfe

FEK i R E B

Link/Act [IRZ&FE AT

2.3.3 T LB =EMER BRI HER

TL-SL5452-Combo [T HiHT i1 48 4> 10/100Mbps RJ45 % 1. 2 / 10/100/1000Mbps RJ45 311
4 /> 1000Mbps SFP i 1. 1 /> Console i I AIHE /R AT 4L A, 2 N RFTR.

2 3 = = ¢ 1 3 v n @ @ B % o5 ® T 8w m 2z & m B B D B B % m % B ¥ % % 0 4 8 8 4 6 8 7 @ ombo TP-LINK'
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

TL-SL5452:C:
g
-m -U 2
I o
o g
B o
gggggg 8
& a
]

w 0 5 B

K 2-13 TL-SL5452-Combo i i #

TL-SL5428-Combo KRR H 24 > 10/100Mbps RJI45 i [T, 4 4> 10/100/1000Mbps RJ45 i 11
4 /> 1000Mbps SFP i 1. 1 /> Console i I AIHE /R AT 4L A, 2 N RFTR.

p_LINK& TL-SL3428-Combo E 13 13 - I Ik ] " = - el I E
I > Ve eged Swilzk
0 0000000000 0C[BO0 T 208 s atF o

5 5 : F - " 5 B " 3 o B a

K 2-14 TL-SL5428-Combo [T #

TL-SL5218-Combo HRT A H1 16 4> 10/100Mbps RJ45 i 1. 2 4> 10/100/1000Mbps RJI45 ¥ I
2 /) 1000Mbps SFP i 1. 1 /> Console 3 AT~ 45, 11 N B AR,

TP-LINK® a0 : - - 2 et =

TL-SLE21E-Soinbe g e s

L3 Managed Sw tch 6 000000000 -II I:\ D
C 0o 0o040C00|d 0
B 4 L 0S8 AT DD v P 5 5 . v %

2-15 TL-SL5218-Combo (1§l i

14
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TL-SL5210 (R EH 8 4~ 10/100Mbps RJ45 i1, 1 4> 10/100/1000Mbps RJ45 i1, 1 4
1000Mbps SFP i1, 1 > Console i I FIHE R4 4%, W EIAR.

TP-LINK"®

TL-SL5210 Console

K 2-16 TL-SL5210 HIRG TR
> 10/100Mbps RJ45 %5 M

X #F 10Mbps ¢ 100Mbps &% H &M IfE, SCRFEZIEIE (Auto- MDI/MDIX) DjEg, i 6
NA—MERET, BN Link/Act #8747 .

> 10/100/1000Mbps RJ45 ¥ 0

Y #F 10Mbps. 100Mbps 5% 1000Mbps % HiGNIRE, CRFEEIFE (Auto-MDI/MDIX) TjEE,
B 6 AT BN 7R 4T, B Link/Act T 1000M  (TL-SL5452-Combo &) #8747

> 1000Mbps SFP ¥iH

SFP i I F B A Il . TL-SL5452-Combo [£) 49, 50 i H 7] 5 H: Combo L Z (()FJk RI45 i I
I FRAT, 51, 52 Ui 19557, SFP ¥ [1; TL-SL5428-Combo/TL-SL5218-Combo [7]5 H: Combo
=W TJK RIAS v L FEH 487~ T TL-SL5210 ST SFP i1 .

» Console ¥gH
Console i F T Al i+ 501 E HoAh 20 1 55 1A 32 DL PR el e B 28 el o
> R

f8or4T, fUFE Power. System. Link/Act. 1000M (TL-SL5452-Combo &) #8747, @it H8R4T
A LS L) TARIRAS, N R VEGN U 4R T TAEIRAS

BT | B RE i::3%)
R ARG IR
Power | HLUEFR/NAT -
KoK ARG A HL B
o ARG

System | RGFERIT | INFR RAIEH

FEK KRGS IKONIER, B8RRI N

e S 11 I R

Link/Act | IREFE7RIT | INER i 1 IEAE A& S Hdfs

5PN i R A B

S s 1 I % H T AR /£ 1000Mbps 2~

1000M | SR AEAAT \ ‘ \
KK Ui R ER R A, BUEHSH A E 1000Mbps

15
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2.34 }é@ﬁ
NG THAR I AT~ (L TL-SG5452P A .
> —SAIIRE A N

0 ) .
® 8 ®
K 2-17 JEIHIR
> EJREO
(AR R SRTETE S NG b =
> BiEEHAE

S F RO LM, BT R (BFEZEFM) TS ©ERE, PEL.
> BERPIfL
TL-SG5452P 24t — AN w8t fL, ST a Rz m . (HLENIBASEAET e L)

Nt S
o H(EHE WL,
o HIEMEEEEAERAMEFETMENAE, W ERE.

16
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E3E ALEIEF

3.1 &3 Web HH

HE RN, BRI LA
1) ZHENOIEFMBES, im0 O 582 EVAHE.
2) EHENCIER A LM R L% MR RIREIFE R JF IR 2238 1E 8.0 B AL AR 3 %

3) EHHENLIP Mkt OB S Bl L A — P B, B 192.168.0.X (X Ny 2 % 254 Z [A|fE 5%
¥, TN 255.255.255.0.

4)  NRIEHE LR AL Web TUR /R RCR, 15K SR8 1070 3 A 5] 1024x768 5L 155K .

B SEASHHL Web U 5300 T :

1) FTIF IE PN 3%, 78 H AL 5 N A8 B LER N B BE b bE hittp://192.168.0.1 & AT # LI Web THTH .
K\

2) ACHHETIAME 3-1Fr, 1M TR (0P P R, SR

A admin,
TP-LINK

HRPA: adrmin |

T ||-||| |

| &] hitpy//192.168.0.1/ v|

(%) (#% ]

3-1 Fk i

17
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3) RIIESRJE AT LR B A L ESCRGS SN R G E E, Wl 3-2 Por.

46 48 50 52

45 47 49 51

ZHEE

EHEE 48GE+4SFP L3 Managed PoE Switch

EEER: TL-SG5452P

wEE SHEMZHEN

BEESE: woni_tp-link.com.cn

e TL-SG5452P 1.0

iR 1.0.0 Build 20180721 Rel.85484(s)

MACHEHE - 00-04-EB-B6-60-15

E&ataE 2006-01-01 08:02:34

EATETE - 0 day - 0 hour - 2 min - 58 sec

EEIDER - NiA

[ B | [ == |

3-2 RGER

18
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FAE RGEH

RAEHBERTEATREZHINM RS EYE, AFRAEE. AFEHE. REGTAUAZEERE
(L7

4.1 RGEE

AGREM TRELHIEAREE, AURCERARER. RE&EWMR. REME. BRI
B U -

4.1.1 RGER
AT SRR A B T B AR RG0S

i FUIRASTE R T A #eL ) 48 /> 10/100/1000Mbps RJIA5 i 1LA K 4 > SFEP 4 A Hu i (1) TAER
A, Hdbrid 1-48 ()35 /& 10/100/1000Mbps RJ45 i, FriR 49-52 J& SFP [f)3f /& e £F i
A

HAREK T RAETE>>RARE>>RGRFE

_______ --------------------------------- 30 532
et P Fan B Lo b Fan e Finfom bos e fa b im Lo b P P Lo b T L
i e e o e e e e e e e e
1

3 5 7 9 11 13 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49 51

EmiEE
EfpER 43GE+45FP L3 Managed PoE Switch
EEEH: TL-3G5452P
EEE - SHENZHEN
EESiE: wn_tp-link.com.cn
Bt - TL-5G5452P 1.0
it R 1.0.0 Build 20130731 Rel.35484(s)
MACHEHE = 00-04-EB-66-69-15
EiATE - 2006-01-01 08:02:34
EfTEE 0 day - 0 hour - 2 min - 58 sac
EEIDE MIA
[ B | [ == |
4-1 RGMER
% HANH
> RS
S 1000M i [ AR FE N 5% o

1000M i 1 T.Ei# 2 4 1000Mbps.

1000M 3 1 T-/Ei# %y 100Mbps/10Mbps.

W G

SFP i IR IEAN B o
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24 AR A% ) Ko 11 L

R
|
>

v
el
jm|
)

g

SFP i 1 T.E# 25 1000Mbps.

SRR IZIn DGR, W EPTR.

it

[1: 1/0/8

228 . 1000M RJ45
=R 10000, 23T
®E: BEE . BRE

Bl 4-2 sirfE e

BIRAZHAL I S

7 P 27

R 2 AT E RO R A R
ILAE S T PIRAS o

R, 2 o i D S A, B SRR ik R S o KA R R I b, B AR
4 RO M . B S AT SEA A, AT RL TR A R DL, (T I AR

AT .

N EPR .

TS FEE
IETEIE : 464%F ZEhw0

1.0%
0.9%
0.8%
0.7%
0.6%
0.5%
0.4%
0.3%
0.2%
0.1%
0

1/0/8 ZEif=REEE : 0.00%

g6 enl] sz

& =i

[ 4-3 IR

g, BT OB O SR .
R, BRI R SR .

20
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4.1.2 TE&HR
AT SR B A B IR (5, AR & 2R, R B . BER .
HAREHTE: RASE>>RSE>>% 4 #d

EEE
BEEER TL-5GA452P
=EE SHEMZHEN Ear
EESE: i tp-link.com.cn

HE:

BEEADAETEF. BUFS, 5 SE-LERET-QUFERERENASEE (1
PEEE).

K 4-4 &R

FKHEHNA:

> WEHR
B4R HUS B SR
BAAE: HUS A BB B B
BRI HUS R 7%

4.1.3 RGiHt A

AU PR WE B AL R SIS [A] . AR GE TR A2 S ML AR (s AT et 18], FLe phg (s il 2D
AR ] (5 5 LA AR Dyt . AT DAk 336 Bl 50 B AN R) Bl JE RE 3 — 4> NTP (P28 IR TR BMID H 55- 453 3k
HCUTC BFIA], AT DURECY ATE L PC B RIVE AL R GER[A] .

HAREA T RAEE>>RALE>> RN

21
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AEHEE
ZEIESATE - 2008-01-01  08:12:27 EHE
LEETE=E . EREEE

FIEEE
FAgEE
SEGE 2006 v |[01 v |[01
AtiE : 02 v | [12 «|[27 -~

* JANTPIREERENEE Eax

HIES (UTC+08:00)3k5T , S5t , EEREITEE , S8AT , FH0E v | B
EENTPESE | 133.10092
EENTPERSEE - 139.75.100.163
THEREEES - 12 At
NEEPCHEETE

Kl 4-5 RG]
K HAA:

> BREEE

AT RG]« WRAZHHLZHHTH H L i Ta]
U TRDRIR - SR AT AL A A TR
> INEEE
FEIEE R nikla, TEIBCEHW. wE.
M NTP Ji 5523 3R B n) 3, HC BN DXOR NTP RS #% (0 1P ik, 2 HA LK B 33K H UTC
IRl IFIA) . BRI S AL ATEFE 2 NTP RS54 .

o IF[X: EBFALERINX
o IE/FAIE NTP RS 4%: JHS NTP R4S #30 IP Mk,
o [NFAIFRELE 1. M NTP JRSS w3k B a] i) & 3.

METE PC JREUET A : ik S, N B R ML TR B A AL R GEE )
AEE‘

QR 16 485 2B B 18] AR 52508 KA B A BT, R 8 b — R T IR B [5] R 5 25 ik Ao
5 EBRINHY R I B AR 528 ik R AR B ]

4.1.4 B4R
R TP TP AL 4 54 2
HARERT: RAEE->RAME>>H L0
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ESiEE
ST
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P VLANFED B A5 1%

ST | BME Vi B

1 BN P ISUREAR D HERAE o BiC B PP VLANRT B ZE EVLANS> TR VLAN>>
BISURAR T2 18 I B M SRR

2 B8 P VLANFEAS GE i 1 Wik EEE . ZEVLANS>TMUVLAN>> MY ZH B B 7T ik
BT IR 4 AVLAN IDREBIZEVLAN, [A]i ik 55 3
PRSOVLANR 3 1,

3 /T E VLAN AL ERE . ZEVLANSSHMUVLANS> A B 71 Al
<Z > FE R G RE B Y VLANEAT G

4 MIFEVLAN Al . FEVLANSSTRUVLANS> B2 5138 71 1 2) 1%

FHRIFIVLANZS B, s <R >4t 47 M .

6.3.4 T VLANZHRERIZE ML

>

PR T T8 P A W LA o 1 1/0/1 235 N\ 5] Jay 3 5
SEIEER T 43 34 1P EALATApple Talk 32415

IPENLTFHEIPML RS 252 RS, J& TVLANLO; AppleTalk 3 #1752 AppleTalk/k 55 #3552 it IR

%, J&TVLAN20;
THHLB AT L T IPWI2% IR 55 %% A Apple Talk /i 45 Ik 5 2% -
2H 0 P

ACHHL A

J=
25

1P I £ | 1 55 4 ApppleTalk/ll: % 7%

5

IP=HL

i
o T

AppleTalk]
Tl
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> BESE
o [LEZHALA:
ST | B ViEA

1| WERAHEA Vi RE. EVLAN>>802.1Q VLAN>>3s [1HC B 7T If % & i 111/0/11 41
Ui 11 1/0/13 3 L1 258U N ACCESS, ¥ F112[¢) 5 11257 GENERAL .

2 | GI#VLAN1O WA, fEVLAN>>802.1Q VLAN>>VLANELE T [ o 5 i <Hi >4
#AIZEVLAN, VLAN ID410, 7 Untaggeddi [11/0/12411/0/13.

3 | GIEVLAN20 PiktEEfE. EVLAN>>802.1Q VLAN>>VLANERE v o didh <Bri>i%
BAIZAVLAN, VLAN ID520, 18 Untaggedsi I-11/0/11F0 5 11/0/12.

o [LEHANB:
SR | BE VLA

1| B HRE WIEHEAE. fEVLAN>>802.1Q VLAN>>3 FEE B U1 15 5 Uit [ 1/0/4 1 3
H1/0/51 35 1 288 A ACCESS, ¥ H1/0/3 1) 3 1 25 A GENERAL -

2 | GIEVLANILO PikEEAE. EVLAN>>802.1Q VLAN>>VLANERE v o didh <Bri>i%
B VLAN, VLAN IDN10, % Taggedis H 1/0/3F1Untagged i H
1/0/4.

3 | fEVLAN20 PiktEfE. EVLAN>>802.1Q VLAN>>VLANERE U o Al <Frid>i%
BAJ#VLAN, VLAN IDN20, ¢ Taggedis F11/0/3F1Untagged:i [
1/0/5.

4 | QISR AR . AL IE FR AR SZ RS 2R VLANS> BV L ANS> B SURBAR 71 1 i
B . B 0IP R 2% 508 £1 L Ethernet 1288444, Ether Type 7Bt
N0800; AppleTalk X 4 5t LAISNAPE A B4, PIDF B 809B.

5 | ¥ B B i VLAN | ZEVLANS>BMVLANS> B 5138 U1 1 rp o < > 450 Sk 01 2 B

10 VLAN10, SREEIPEMY, F7/2)3% 5 51 o 1 1/0/3.
6 | ¥ B i VLAN | ZEVLANS>BMVLANS> B L 5138 U1 1 rp o <0 > 450 Sk 01 2 B
20 VLAN20, SKIAppleTalk¥pisl, 211k i b o 11/0/3.
6.4 VLAN VPN

VPN (Virtual Private Network, JREF#LFAG WL%) JEBE & Internetf) vz W 7 IR & F ok i — Fhoir
FR, RSB TS FRERNE ML, @785 i 5ia 8 i\ i 5 1 58 $Rocsk AT 4b
B, AE T s aT DO S AR R, TRUEEE 4.

VLAN-VPN(Virtual Private Network) & —Ffai 8. RiGH ZVPNEA, Bl 7EisE m NN
F P AL R ST 2% 4 EVLAN Tag, (kS5 9 ZVLAN Tag % ia & i e Ca+ ™D . fEE T
W, RO AR SN EVLAN Tag#k 74840, H P HFAMIVLAN Tag M) =4 5 SCH )5k & 0 K #k 47

(i

o

VLAN-VPN = Z 0] DU R I J LA ) 7
A ZINTRD Sl A X i A X B — s R T PR ) ZE VPN T 6
AR H 35 S A RIVLAN ID 35 7] 8

(L
(2)
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(3)  HPAaTUHRE SHIFAMVLAN ID, A2 S3AE T MVLAN IDWER,
(4)  HiZERTZEE, MG RLESEERE, [ M%EA 7 RaRrhar i,
> IRAIAZHHLIVLAN-VPNEZHL 5 2

FEARAZHHL, B B JEIRVLANFRAEC VLAN: TR, 328 w8 A M VLAN A
[FIFFIC VLANSE RIS, ASTHML AR 2 FIVLANFER ISP VLAN. fEARSSHRNL b, 75 BN M i B
i FTPVIDIZ & F A PIVLAN, - DARCREEE 3 2 9 F) i 11 9 BN B 35k3ms 11, A i SR 7% s )
2% 2K H A

1. JAHVLAN-VPNIhfEE, A& H U Fltaggedsl Funtaggedif 3, Z#HHIER SR IEPVIDZE 1R T
HHEAMNEVLAN Tag, A 58I B 7R B T X 2% A& i Tag i SC .

2. WRIFE TVLAN-VPNIIRE, N T IRUERSCRESAE & T M2 b AT M5, EI R 3 T I 2%
) 115 A B 11

3. [N, ASZEALIE L ETPIDIE AT E T &k . TPID (Tag Protocol Identifier, ¥RZWFRIA) /& VLAN
TagH i —/N 7B, IEEE802.1Q W W E %7 Bt i HUE H0x8100. AAZ bk K H P s &
[ITPID{E (0x8100). J:&l] "5 o 2% ¥ 2% vl iR 71 I TPIDAE ¥ B N0x91008 e £ . N T i
X RS, ATHEHIEEE T AR VLAN-VPNIR SCTPIDIE T W Thfe, T LLEATHCE
TPIDE . VLAN-VPN b 7R3 R AR SO 2K SCHNZEVLAN TagH I TPIDE B 4 & 18
TR, T AE K% 2 E T W [ VLAN-VPNHR SC AT DL e i K 34 R )

H T TPIDF-BAE LUK MR SC 1AL B 5 AT VLAN  Tag ik S i SR Y - BB b A B AR TR,
DN TE G W 28 P R SO R ANFRNGE BRI EL, P EBCEVLAN-VPNI, 15Z)CETPID AR 6-3
SRS 9NN E St IE e

[P eIt X B EE

ARP 0x0806

IP 0x0800

MPLS 0x8847/0x8848
IPX 0x8137

IS-1S 0x8000

LACP 0x8809

802.1X 0x888E

# 6-3 1 H LUK B 6 Wi SRR E
ATHAEEFEVPNELE . 5% OEREAIVLANBRST = AN & T .

6.4.1 VPNEZ B

TEVPNRACLE T, 7T PUJE RS HHLVPNILRE . W & 4 R TPIDME A E F _E B K . 3 HVPNEER S,
MUK AEVLANBL ST 4% B BE B 1 15 B0 L 1 Taghs iR46 A S ZTag .
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HEATRERAE:: VLAN>>SVLAN VPN>>VPNELE

VPN REE
VPNiE: O BE © B[ —
it
£BTPID: (4R
VPN EEERO

UNIT = 1 LAGS
3 P 3 S 3 3 il
I (R I 8 R 0 Y IKEY A IR 0 EY R EZA R KGN RN K A KX EY EXY EXY B3

Tl smemapen Dlmessn [ mmmen

Kl 6-12 VPN 45 Thhefd &

FHAH:

> VPNERRE
VPNAER: RT3 FHVLAN-VPNI)fE .
£ R TPID: HE4FTPID.

> VPN_EB&RO

Pe b 1B VPN I 1, B B T R4 o T B IR
6.4.2 % OfHfe

S 8 e FH SR T J3 3 11 VLAN VPN Zhie . RA L E 7 VLAN VPN g fe i 11, 4 AE1E X3 H VLAN
VPN Ijjfg.

FEANTE R A E:: VLAN>>SVLAN VPN>>%E O BE
VPN RO R
UMIT : 1 LAGS
F e el A1 eI e 20122 24 26 | 28 301 321341 (361 (e [a0] (421 (241 48] [ae]
LR L L sl e 2 28 o[ 2e | st 23] 38 2T 3e | (41143 ][ 45 | [4T]

(28] (7= (&) #8)

T zmmemen Dasmen rmssen

K 6-13 i Ff#ifE VLAN VPN $54:
% B4
> VPN 3 O{fge

PR C1E T VLAN VPN Zhfig, BRINOL R S B4 3 11 VLAN VPN Zhf.
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6.4.3 VLANBS}

VLAN WS 5 ) DARC B 35 T35 111 C VLANAISP VLANRI LSS 56 2, VLAN VPNIHAE1s5 12 8 i 5 2%
H E$8 %€ Ui A8 NSMJZVLAN Tag.

BEANRE A VLAN>>VLAN VPN>>VLANBE

= EEE
VLANRRLET : BE @ 2R e
VLANRLAIEL R
wE: (¥ 10M)
C WLAN: { 1-4094) A0
SP VLAM: ¢ 1-40943 Hr
=k {11612
VLANRLESFIZE
pEEES = | C VLA SP WLAM EHE BiE
FR AT
[%i&][ﬂﬂﬂﬂ%][%ﬁﬁh]
K 6-14 VLAN Wic &
% HAH:
> 2REE
VL AN ST« Jo FH B8 2% B VLAN B 5 o
> VLANBUECE
- B HEATVLANBLET 15k 11
C VLAN: Customer VLAN ID, ##E)JEVLAN.
SP VLAN: Service Provider VLAN ID, ##f i Taghs 147 B4 in ESP VLAN
PRI
4 FR: fic & VLANBLET 25 H 2 F5 .
> VLANBRESFIR

FEZRM T ER HNL L2 5T CACE I VLANBRU K .
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VLAN VPNAC & P IR,

SB | Bk ]
1 | WEERVLAN | Bk, EVLANSSVLAN VPN>>SVPNERE A TH, o VPN AL,
VPNZ L MRS i B R P B B AR TPIDME, JRiE FIVPN R . &35+

o 2% (14 3 11 15 L DA 0K 1

2 | WEVLANBY | ik i/E. EVLAN>>SVLAN VPN>>VLANBRET DhRE T H, BB C VLANFI
K& SP VLANMEIE & o

6.5 GVRP

GVRP (GARP VLAN Registration Protocol, GARP VLANEM) ZGARP (Generic Attribute
Registration Protocol, @M EMEEMEM0O B—MRIH . i 7E 5 H 3 AP S VLANGG &
Kk 2 6 i sl MIBRVLANI B 1), FEAEREVLANG BRI LA, J/ i & VLANE 3 i F 3
Bk,

> GARPfijfr

GARPHEfE 7 —F L], H T BhE — AN Rk Py 128 # i 02 2 18] 43 e AL R FNE M 5215 2 . GARP
KRG AMNE RN — AR T R &, EIEGARPYMLIIN H AR NGARPMN H, GVRPH £ GARP
P—Fh RN H . IGARP R SEARAELE T 14 I 3N 11 BB, 2 CTRR I GARP R SEAA

WX 2% H1 FIGARP B SAA 2 8] 18I A% 13 GARPYH B K 58 A R M5 B A8 #, GARPHMME XA = 2K7H
B, 4l hJoiniH B Leaveid EAlLeaveAllVH 5., = FhiH & 5¢ BiAH 2 @8 AR B A0y M Bl 40
JoinfHB: M—PGARPMN ISk # B e k&M 3 R E AR B, e X4 Ri%EJoiniE &
B HE SR F JoiniE B EA A SHCE 7B, FELEGARPR H SRS T EMES, &
2 [H 4R I%EJoiniE 2 .

LeavelB B: 44— 1NGARPN H s A I B & &S H S B G B, e 4hki%Leavell B
MU BB SEAR R Leave S i L B ER VRS T R EMS R, Bt amdhkitLeavell B,
LeaveAllE B : TN GARP S I SZAK S Bl G , ¥4 FIRT 5 ZLeaveAllE i 28 ., 241% 12 i S48 5, GARP
N SEARE X Ah % LeaveAllVH S, LeaveAllH S SRIES AT A @1, DAMEHE GARPRN H SR EH
PR M AR SR ERTE R EEGE R .

BIVEEAH, FraRHEM RS BT DR R 2 [F — Rk 5 BT GARP S SE 44

GARPH B 1% R sk 1a] e g i 52 i 28 k51 . GARPMGE X T TUAER 28, FH T HIGARPIH E
[ 325 ) 1A -

Hold BBt 2%: MGARP A SEARERI B H & % & KIEWEME BB, A2 R ZE M E BAE N —
ZkJoinyH ST Ah K%, T2 A ZHold E I 8%, 4iZ e i 2R 5, GARPN F SEAAKE LA B N e 3]
HIET A FEMHE BAE Rl — N Joinyl B HR [ Zh ik, AT 1548 71 o B8

JoinER 8%: GARPM F SLAR AT LIS B BN Joinii B a] 48 A3 R SR IRAIEE B T S 4L 4, 1558
— IR RIEHIJointH B A 153 BB iR, GARPMN SR 2 25 — Ik ik Joinil B . P IRJoiniE B &
328 22 6] ) B ] ] o FH Joiin 2 B 28 SR il
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LeaveERf#%: 4 NGARPN I SEARA BIEAH A @ MEAS B, KX kikLeavei® B, #RIEIZTH
S GARPR. ISk A ZhLeave s I 4%, A RAE 120€ I S I 2 BT BCA I Joinii /2, MINES e 1k
2

LeaveAll R 2%: HANGARPN LA B s, ¥ FE B sLeaveAllZ i 2%, 241% e W 2581 )5,
GARP N H szf x4 1 & % LeaveAllTH 2., LL# H& GARP N FH 5244 553 i A sk b g 1) Jg A5
H. b5 )5 sLeaveAllig i 2%, FFaaHT I —51EK.

> GVRPfEf

GVRP/ZGARPI—FN . BT GARPHI TAENLE], 4P HEFHHIVLANSISEME S, HAERE
VLAN{E B2 HE &4,

W B HGVRPH G, BEWRICR B H e & IIVLANTEMME S, 308 38 # A i VLANYE: S
B, B YATHIVLANGL 51« 1X EEVLAN Y 72 ] DLE A i 1 B8 %%, [R) I % & e A HL R VLAN
FEMHE B e R &R, DUEAE— R N TS % & FIVLANTG S —2 . GVRPAAFEHIVLANYE
HE AR AT TREWFESEMMS R, Bk e &S EmEE.
EATZHHLT, RAETRUNKZEASE A GE/E NGVRP N FH Sk,  4E37 38 Bl LA VLANTEIHE B .
GVRP[F DR MR =F: Normal. FixedflForbidden, &AW T:

NormalfE=: V% DA EM . FEAVLAN, EHEEIAVLANDL A B AVLANE B,
Fixed#3: 2815 Zum DS AEM  FEHVLAN, RAAFEEAVLANGE B, MEFEZISVLANE B . Fixed
5 1 SR VAR s BT B ER A VLANYE B

Forbidden®iz: 2% 1i%im HE&F M. FEESVLAN, ASEFERVLANLLLAM AR FIVLANYE B,
Forbiddent& =0 11, H R RGERIAVLAN (VLAND) @il
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HATHERAE: VLAN>>GVRP>>GVRPEL B

ZRES
GVRPINEE : BR © H £
smOEIE
UNIT: 1 LAGS
) - . - . LeaveAll sEAds:  JoinsEAds: Leave sEldse
A T i
EE iR i TAHE, (Eih) () (Eih) LAG
1001 EE 45 Marmal 1000 20 B0 — -
1012 E=122 Mormal 1000 20 B0 —
10003 E=122 Mormal 1000 20 B0 —
11004 E=122 Mormal 1000 20 B0 —
11005 E=122 Mormal 1000 20 B0 —
11016 E=122 Mormal 1000 20 B0 — |
1007 E=122 Mormal 1000 20 B0 — 3
10018 E=122 Mormal 1000 20 B0 —
1/0/9 E=122 Mormal 1000 20 B0 —
1/0/10 E=122 Mormal 1000 20 B0 —
100011 E=122 Mormal 1000 20 B0 —
100012 E=122 Mormal 1000 20 B0 LAG 1
100013 E=122 Mormal 1000 20 B0 —
10014 E=122 Mormal 1000 20 B0 — -
o2& | (e | [ 8
FE:
LeaveAlsERli SR {EE AT ETF 10{ELeavesEldsE . Leave el R BEEATET 2 JoinEl{E -
K 6-15 fic @ GVRP
B4
> SEREE
GVRPIjfE: PR S A HLIGVRP IR -
> YOBE
UNIT: HeFEE— UNIT o s 2.
PR Ak, BB OGVRPINEESH, nl£ik.
¥ : TR AZ AL 5 5
RZS BT B HIhEE. b HHGVRPINEEZ H 75 Bkt I 2 % B A Trunk.
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FEMHRR

LeaveAll EH 22,

Join B 2.

Leave g i} 8%:

LAG:

AE%‘

16 i 1 Y AR

e Normalfizl: FRVFZin Hsh&SEM . JEHVLAN, £HEshASVLANLL K
EAVLANE &,

o Fixed: ZXEiZuf IBhATEM . HEHVLAN, RAEREEHSVLANGER, R
3B ASVLANAE B,

e Forbidden: ZZ1iZum AaASEM . IEHVLAN, R ARV VLANE .

AN 1 S SIGARP &, AN 5 3 LeaveAll g I 4%, 3 LUK X AN PR 42 3%

LeaveAllH 5., PMEH T O EFEMHEIIEREMEEE. LeaveAllsE i 4%

11 B 4B 9 FEl 91000-30000JE 75 .

GARP i 11 0] DB AN Join Bl 40, [n) A0 A 32 P UOCRARAIE Y B o] Sa 4546,
VR 3% 22 1) (1) B 18] 5] B FH Join g I 2% Sk #5i1l o Join g I #% 1 HUAE Y B oA
20-1000/E 5,

B2 F Leave Bl B I GARPI [ J5 ZLeave & I #%, 1 JE7F 1% 5E It 28 i 2
A A YR JoinBds &, WIVEESAR R B IS B . Leave g I #3 M EUE LA
60-3000/E ) .

w7 i 1 =T IR AV SR AL

® EEJA TLAGH A F % O tWGVRPIY fE, i PR 55 B A AR 5w O BpIR A fo i A X — 2%
® LeaveAllE A E K T4 T10{tLeave it %, fileave Tl A E K T4 T2{FJoin< it & .

GVRPHE & 1%
ST | B LA
1| W HRM Wik EE{E . FEVLAN>>802.1Q VLAN>>q e & 71 1K i 1
KA B NTRUNK.
2 | BHGVRPIIRE WIEEAE . 7EVLAN>>GVRP>>GVRPHELE 1 i )5 FIGVRP I
fit.
3 | FE i R R DL R & | kR . ZEVLANS>>GVRP>>GVRPHL B 17 [ FH AR 4 52 b N
SE I 28 K o FH A ot 15 i 11 ) S 8001 3 i o 11

6.6 Private VLAN

Private VLANILRER ] T 40 24544, K5 £ 4~Secondary VLANS —/MPrimary VLANZHL B VLANX,
JZH P iEid Secondary VLANAH B 2 [A13F4T —J2SCHE &, FE AT R Primary VLANMTT T
Z)TVLANBR, T 28 VLAN B8 R 6 LK A& e VLAN A T 75 il

FEFE XA MR AR, 9 T ORIEA S B 24, ZORIHEA M AT NIER AP ERG &, 8

TEVLANFEAT b 25 A& B

IR E T e BEERAR T AR H 2t K, AR SEVLANRIRE 257 50k

HAERKEMIVLANGR, RSN TIRMTARIVLAN, AEAEHEEKFIVLAN. 2800, i
PHIEEE 802.1Q WM bRtk iE X 147 HIVLAN Tag, Hr12bitsH T % 7RVLAN ID, 33Xt 5k B i
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WX 2% P 2 AT TR BOVLANS B 22 940944 . fEVLANR IE T FEFR R TSI T, Private VLANIHAER iE

A, WHMNEEN N NE 6-167K.

P4 | ZZfHLC | PS5

P2 P3

p1o| SEHHA |pqq p1z2| SLHHLB |p1g

PC1 PC2 PC3 PC4
VLAN10 VLAN11 VLAN12 VLAN13

& 6-16 Private VLAN [ 2& {5 74

EE 6-16T, HHLAFIZS HLB 4> IS FH Private VLANIhAE, % 57.Secondary VAN £ 54 H. [
B, J¥Secondary VLAN 5Primary VLANZLRVLANS,  F R &AZHHIC R i1 5Primary VLAN.
>  REIZHBVLEIPrivate VLANSEZH T R

Private VLANZ) g3 T-802.1Q VLANZ 37 Primary VLANAISecondary VLANF AL ¢ 28, J8 i i F
KRR, FERS R iRAPrimary VLANTE &2, THEGE & AT Secondary VLANYE & .

Primary VLAN: AT AR FVLAN, AR P B IEFTERVLAN, —Primary VLAN
A L1 Z 4 Secondary VLANE AL 5 06 &, A T8k I 2% % FlSecondary
VLAN.Z 1] {3845 2545

Secondary VLAN: P EIEJE TIVLAN, ¥ H P il 7 2 A [F] i) Secondary VLANHY, Secondary
VLANZZ [F)AH ELRE i -

Secondary VLANA F #1254, Community VLANAIsolated VLAN. Community VLANH 1] 5% 514

T2 A A LB RS, Isolated VLANH R 52 AH H R S .

> Private VLANEE B
WK 6-167~, LAEF I HHLARBIN E 3 7 A L) Private VLANIZIRE, DL R A D) ReRc B 2 5.
(1) ZHHLAE ST Private VLAN 2/10 (Primary VLANAVLAN 2, Secondary VLANJVLAN10,
Tk A E AL ) FlPrivate VLAN 2/11.

(2)  ZZ#HLARI ¥ 1 1/0/20 F g [ 1/0/11AE Sy Host 24 B i 11 3% 2 28 i FH 7, 40 BN A [R) 1)
Private VLAN, il i A [A] ff1 Secondary VLANAH B2 18] 347 5% & . ¥ 11 1/0/21F M Promiscuous
M R4, il Primary VLAN 21a) b 2 % 4% 58 M1 C B il A< 58 e bl L 10
Secondary VLANF{E B..

(3)  ZCHRHLAPN AT o RIS . A% T Private VLAN 2/10F1Private VLAN 2/11J5, il
1/0/10 1 ¥ 171 1/0/11 [ B /% v Primary  VLAN 2 [ % 52 3% 11, 3% I PVID N % H BT )& 1
Secondary VLAN, H CHNAHUNTAG: i 111/0/2i% 4% E 254, [AIR B [F] 2 #Secondary
VLANH S NVLANR 7256 1, PVIDAPrimary VLAN ID, H EEEU YUNTAG.
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AT R BRI, AFEPVLANED B RIS OB 740 B T
6.6.1 PVLANEC B

7EPVLANFAC & 7L A, 7] LAEI & Private VLAN, KPrimary VLANFISecondary VLANSGEE .
BEATE KA : VLAN>>Private VLAN>>PVLANEL B

Private VLAN GI5E

Primary VLAMN 2
Secondary VLAM:

Secondary VLAMN 21,
HHEE
ik

Private VLAMN 5|3
Pt £ Primary VLAN

(2-4094)
(15260:2,4-5,8)
Community -
2 -
Secondary VLAN WLAN #eFI mOmE
FHAE
[ =& | | mez | [ 80 |

L Private VLANSH0

FH:

1 g SR A AR, B wE i Private VLANSE: L F 107 -
2~ —~Private VLANBZ —-Primary VLANA]—{-Secondary VLANM =
3+ —MVLANDEER Primary VLANFDSecondary VAN E—H -

R

EPIZE
> Private VLANAI&

Primary VLAN:
Secondary VLAN:

Secondary VLANZE
A

> HR¥HE
ERIEI:

> Private VLANF|F&

bt

6-17 PVLAN Ffi &

35 Primary VLAN ID.
A5 Secondary VLAN ID.

i F¢Private VLANSecondary VLANZEH,

A& Private VLANES 20, w88 € I Primary VLANEL
Secondary VLANZ#AH W [ Private VLANZ H -

)ik ok H AT IR BUE SOC L Private VLANFCE S, 7 ik,
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Primary VLAN: . 7~Private VLANF#)Primary VLAN 1D,
Secondary VLAN: .7~ Private VLANJSecondary VLAN ID,
VLANZEH!: i7rSecondary VLAN TypeZS#ii,

i R : 7 Private VLAN A 52 5 1 o

HR:

® ik fo i LB A K, A AR A| # Private VLAN#E & F104 .
® — Private VLANE, & —/ Primary VLAN#2—/>Secondary VLAN.
® —MVLANR & & Primary VLANFrSecondary VLAN# & — ff

6.6.2 ¥ OAC &

FEARTUEI R, A DLAR G 5 1 £E W0 4% rp (R E BRIR AS I B o 11 287, 0% 3 148 i 2 Private VLANAH
HATRER T EE: VLAN>>Private VLAN>>3 OB B

im OB
AR (st 1001)
e il E Promiscuous -
Primary VLAN: (2-4094)
Secondary VLAM: (2-4094)

Private VLAM 55 0%53F=

UNIT: 1
mAs | W il i
FHAE -
HE:

YiFEENPromiscuousis N A & EatEEPimary VLANEIPrivate VLANAY {FR EEPromiscucusig O a0,
{f——{-Private VLAMNEIR] =

K 6-18 AL E

ZFHAH:
>  NORCE
prit=dighu R FE AL e 48 75 T B i 5o KA AT Shin A\ — > B AL THI Y 3
HAR PR —1A.
Uiy D28 A b e MEATIUR
e Promiscuous: M EATE&AHZE, HATTH EATRAEG.
e Host: I FATWAMIE, ATTA T RAE(E.
Primary VLAN: S Zu LU B Primary VLAN.
Secondary VLAN: 5 Z N\ JSecondary VLAN.
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> Private VLANE O %%

HaS. 57 Private VLAN 5 1142,

i O 287, SR O 7E Private VLAN H [ 12570
HAE: Mz Private VILAN® Y 75 11

EE:

® —/NHostim B A & fir X\ — Private VLAN.
® —/Promiscuous 2 & m X —/MPrimary VLAN.

® 1R 7 I Promiscuous i F i\ £ 4> Private VLAN 1 H Primary VLAN A [& i, H 7 32
Promiscuousii 1 I AT & —MPrivate VLANEI T, 3 1% E 25 [7) 25 21 2 & Private VLAN.

Private VLANC & 5 5% .

ST | B A
1 | 6)#&Private VLAN Wik . ZEVLAN>>Private VLAN>>PVLANEE B 1 §g 7L [fi
f) @ Private VLAN,
2 | T E R WIEHEAE . fEVLAN>>Private VLAN>> K EE B 2h e 7,
& i 1 & TE K s in 2 Private VLANH

6.6.3 Private VLANZIHRE ) 2H & 52 F

> HMFER

o ISPRIFEAFFEME T ML AMRS, EHEZNSPHLE AL LA L, FF@EiEVLANGA /L $2
X 25 e 55 5

o FOHN LER T W Z R, & Z RERES VLANT) AT 2 RS

o LML NREL T A GILREZHN, ICRELZHNL LB TVLANIIRE, 5 VLAN
RO A LB FVLANSE TS, HFTERRI T P 3 fe s s i 4 .
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> ARME
THHLC
1/0/2
U 11014 1/0/3 VLANG
1/0/10 )L%QMA 1/0/11 1/0/12 x.a‘ﬂJr)LB 1/0/13
T Q@ R Qg
DL Q@ L
VLAN4 VLANS VLANS VLANS8
> BESR
ST | B i B
1 | f)#&Private Wik EE . fEVLAN>>Private VLAN>>PVLANEE B 71 17 i% & 61 2 Private
VLAN VLAN 6/4F1Private VLAN 6/5.
2 | HPrivate VLAN | ik#/E. 7EVLAN>>Private VLAN>>H OBECE v, B 56 01/0/10
AN (1 112578 Ky Host 3 s in £l Private VLAN 6/47 it B i 11 1/0/12 19 5 11
KA N HostIF AR InFPrivate VLAN 6/5H1; i B i [111/0/2 F13 1 1/0/4 1)
g 11288y Promiscuous 17 3| Private VLAN 6/4,
o [LEIXHALB:
SB | BfE Vi B
1 | f) #& Private | %i%#/E. ZEVLAN>>Private VLAN>>PVLANER B 71 1f i B 61 & Private
VLAN VLAN 6/5#1Private VLAN 6/8.
2 | AN Private VLAN | 2i&$#/E. FVLAN>>Private VLAN>> OB E 71, e & i 11/0/12
A (1 11287 A Host 3 s in 2 Private VLAN 6/5H0; it & it 111/0/1 3713 11
KA NHostHE R N | Private VLAN 6/8+; it & it 1 1/0/3 13t I 2K 7 Ky
Promiscuousi¥s i 3| Private VLAN 6/5H .
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BTE AR

STP (Spanning Tree Protocol, M) 2HHE IEEE 802.1D FrfEsE LM, HT7E/SIM
TH BRI BERR S PR BR BT o ABAT I WM A A AT AR BRI 2% Th I EA R, IR I
PRI e BT R IE , e 2R P B I 2% 5 R A2 B R o IR B B 2R I 2 6 e, DT BT L 4R SCHERR
PR 2 TR AN TR BG A2 FJG PRAE IR, 38 515 2% F T 2 S 3 WSORH ) ()4 SC P i Js PRI R SC AR B R ) R R 11 1]
A

STP K K #IR /& BPDU (Bridge Protocol Data Unit, #iih¥dEsic), WRARENHE,
BPDU w4 & 1 & 0% BIE B R PR UE B 4% 78 U oW (1) 1H S B . STP Rl il 78 & % 2 [A) % 3
BPDU S i I 25 A1 # Fh 254«

> BPDU &= RFE i

B A T RE, A HALZ L% BPDU R SCSEHUE B ACH., P sCiF STP Wl I sC L AR
RAEMOF AL BRI IR 2RSSR X A5 1 A S e A 2

FRAEAE O 1) BPDU it 2 A - B st B -

2 1 1 1 8 4
Ilzg:gg; Version MTe;;afe Flag Root ID Rogtoiiath
Bridge ID Port ID Mii;;zge Max Age | Hello Time Fg;:;;d
8 2 2 2 2 2
Protocol identifier:  #MYARIA
Version: RA
Message type: BPDU 7Y
Flag: 2N VA
Root ID: WRHFID, 2 T RIILE AN 6 575 MAC Ml Ry B
Root path cost: R ERATIT 44

Bridge ID: M ID, Fonki% BPDU HIFFHI ID, H 2 7L fl 6 771 MAC Huhik#4 %,
Port ID: B 11D, FRiR t BPDU i I

Message age: BPDU A= 77 ]

Maximum age: 41 BPDU =2 ALt a], B HORAF BPDU sz [H]

Hello time: MR K% BPDU & A

Forward delay: RONEIRINER S5, STHALAE 3 Bye 00 BT 25 R £ I T R 27 SRS B e 1)

> STP HEAMS

# 1D (Bridge Identifier): #f ID MFIIL A MAC Mk 28 &80, APt se gt —ANar
DA E IS4, B ID A, WIS g0bk &, R T DU In e O AR M (1 7T e

AT (Root Bridge): HA /M ID ISCHMUEMRT . THRIAH T A B A h i i) — G A
RRARACHRAL,  LAORIIE BE S BT A f5 4 1) W 28 Ak RE AT RT 5E4:
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HEHF (Designated Bridge): TEREANMIBH, BRI AR T4 B AR MR o TR 26, SRt

Bid st R R FNZMN B . A AL A A R AR B R TFaS I, B AR 1D AS bl 4t

R E M

A4S (Root Path Cost): — & 38 HeHL IR B 42 TF 84 fe i 11 R4 F A S BuR g i iy

TN R TFR Z A. FEAR AR ER AT 2 .

Brt5e4k (Bridge Priority): & — AN AT LS E IS, FUETERE M 0 2 61440, B2 R ER /N,

A . AN S gmr,  8A T BE SO AR

W40 (Root Port): FEMRMrHIAZ el b BS R Mr il (9o 1, $h 52 SARMAEE T AE, XA B4R

MBS B B 24 2 o VB A R BURRAF (P B& AT A, B B s 0 26 2 v 11 2 %

ORI

% O (Designated Port): $5 M L A A A He b L% A H5is 11 v 11 .

W OARSEZR (Port Priority): #tETGE M 0 3] 255, fEf/N, 3OS Fuibim. im0 r e 4

RS, AR T RE AR B .

BRI (Path Cost): STP Wl Fik B IS % (. STP hGE M HBATT4Y, RN

“SEHBRER, THEEZ RIVEEM, K ZAE BT BCTC IR B A TR R 285 45 44

AR AR S A R B W 7-1 Fras. AL AL By C =FIIRAHE, £ STP it )E,

AL A BEE VAR, i 2 Al 16 2[R 2R i B PH %8

o Mr: ZHHL A MBI IR L3l B A HHL C HIFREMr-

o Uil l: Ul 3 Ay 5 43 AN HAL B AL HAL C MRS 5 i 11 1 A 1 4 2 SRS H#ATL A
FIAZHHL B BIF6 €0 L 3 1 6 AAZHML C I FH ZE 35

ZEHALB ZHHLC

B 7-1 A b AR 2H X 1

> STP Ef g%
BEZREFIE] (Hello Time):

HUETEE M 1 AE] 10 0. AP eI LUk 1 BPDU Hds 6 1t Rl [a]Bg, T 54t
LI B A 5 A7 A W

ZALRTIE] (Max. Age):

HUETERI 6 F0F) 40 0. ARAEE I EART R 25, ERAWEIRMA T BPDU i, A4
ACARHUS A L E T A Bl LUk BPDU $ids e, Fg vk A i
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FEHIFFE (Forward Delay):
HUHVEFEIN 4 #0330 0o AR HALI 3 TR IER BT F A IR ]

2 0 2% ik R 5 A A RSO BT T BN, AR R (R S AR A AR L AR A . B T AR B AT B
THETCIESLZIE AW, I R FURSSLZITR 1%, W RES A R ik, A
BRI T — FRRZE AR ML, B AR S R € i T G B 5% K < BT EE et 2 A5 (KAt
IE, XAMERPRIE T BRI E T B et B R 4% .

> STP &z BPDU Mt 54k bt R I

e % BPDU X AT Y, N

WA X R ID /AN T Y RS ID, WX RT Y

W X FY FARME ID A IF, H X BIAREE AN T Y, W XRT Y

SR XY HIARME ID MR ERARTTAHAHIE, H X BHF ID /AN T Y, X T Y

QR XORY (AR 1D ARESARTFRIRIAR ID A, (0 X A3 1D /ANF Y, WX Y
> STP KitEdRE

IR A

T G ASHNAEYI LRI 224 LA B TN BPDU, #RERZFAS N 0, 8@ ID NHH % ID, 1§
5E Vi AR S 11

Al BPDU [k 4%
T A HALE RSN IE B O BPDU, A th Y B L EA#ALKIER) BPDU. LA RE I R AT
ik

I

SBR (NE

1| Y4 Y EI ) BPDU EE A 111 BPDU IR S AR, 32 b U 3530 2 i BPDU,
PRE 1% 1) BPDU; #5300, AZHA L 25 2 BPDU # 4 i 1% 3 1) BPDU.

2 | SN UK T i 1 BPDU BEATLLAR, it e L BPDU A S #eLi) BPDU.

#* 7-1 &fk BPDU ik #%
o RMFIILFE
LB, WA 2 A R 1D, M ARNT ID /MBI AR T
o R . 4R IR R
M L e i RO FR A R R TR
PR (HE
1 | HEARAF A HALAG B R BPDU AN i 11 4 5 ARty 11
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SE’ (WA
2 | ZZHHURSEAR S ) BPDU AR S R B8 AR T4, D9 H e 52— im 1 BPDU:

o RAF ID B R E HIARMF ID;

o ARERARTTE B MO S AR BR AT A 0 AR i 1) AR I 1 AR T4 5

. BEMT ID # 4oy B B i (1 1D;

o fREIH ID FH#NH S H 1D,

3| AZHAHUAE A U5 B oK (¥ BPDU A5 Z26 52 i 1A €4 103 1 L f¥) BPDU 3EAT ELER, JF:

MR8 PB4 R AT A R AL P

o IAGHFEHIOKRE BPDU AR, WIBE HUR 1% H € v HE € im 1, I i) BPDU
Bt HHR BPDU B, JFRIINERISNA IS

o AR LR BPDU R, Wi A HriZin 1 BPDU JFRE M LBHIE, %3
PR AR R Bl , RSBSOS ECEH R

R T7-2 ML 5 E I R

%fﬂ:

o EHIBRERA, RAMNO g e L83, Husmo A FHERS, BIREK
BPDU 1} XX 17 1~ 4 & k3.

> RSTP

RSTP (Rapid Spanning Tree Protocol, s AE s tihisl) AR STP, Al K46k 1 v 1 1t
NEEFRAS TIERT , TG L T WX 48 B £k B P B 7 ZERIRT (). RSTP |3y PR SEI s
TR AT HE T

Uiy 1 S TF IR e KRR -

o FisE i 1 LIRS PRI AL ) 26 AR« 6 0 i 1 1 S 1 B 415 5 o 1 5 O] sl BE B AT
AR SRAE S8 i I S 1, WU 8 S 1 R] AL HE NI RO s U SR 58 i RS X R B
B, MIBEE A LUEN 5 Rl 2 T, 49 200 LS B 21N RORES .

> RSTP MEAMS

%30 (Edge Port): B 4t M i AN 2 5 308 S8 el UM (3 11
MR R G AL ) B B

> MSTP

MSTP (Multiple Spanning Tree Protocol, 4t Fris) J27E STP 1 RSTP 24t -, R4 IEEE
ol 1) 802.1S bRt iy, fhEERT DAE UGS, WEEMIAE VLAN MRS B R R,
M A TCARBERR R AL 1 5 4 1) 8 2 4B L

MSTP [FJRE S0

e MSTP it VLAN-SZFI i3, 5 VLAN A4 i BE R K, #524> VLAN R3] — sz b,
I DL S5 Ay FE At sz B A7 BRI 1

o MSTP BN LRI 73 2SNk, 3 NS BRI A R 5 %A B 2 T AR AR
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o  MSTP fEH¥a e R i #2Hh Seall VLAN Hidis (1 F i o048 .
e MSTP Jjit% STP fil RSTP.
> MSTP HIEAMES

MST 3, (Multiple Spanning Tree Region, ZERHIR): 1 E A FH [F3EEC B AR [F) Vian-S2{) me g
S NEETIN Al

IST (Internal Spanning Tree, IR ): MST 8 P i —#RA BAR o
CST (Common Spanning Tree, AILAERM): EFEMZE N ATA MST 45 1) 52 b .

CIST (Common and Internal Spanning Tree, /AJEFPY AR 452 X 4% N BT A 15 2% 1) B AR %
B, |1 IST At CST LRI K.

MSTP AR S IHMNE K 7-2 .

e N

CIST: 253070 iy 4k il bl

K] 7-2 MSTP AL &4 &
> MSTP EAFEH

MSTP KA R/ N2 A MST 3k, &Mz [aE A R CST; 3k W@ 54 il 2 1
AR, AR R ERR e — AN 2 AR R sz . MSTP [A] STP —#F, 8] BPDU #4742 ilis
FITHE, K2 BPDU F#4 2 MSTP IBLE(E & .

> MSTP i BPDU i 4% b JE N

B W% MSTP [ BPDU X AT Y, NI

W X AR ID /NF Y AR 1D, X AR T Y

W X AY fUEAR 1D AHE, H X MBS AT/ T Y, WX T Y

R X AN Y [FUEAR 1D RIS B A PRSI, (2 X B3R 1D /NT Y B3R 1D, T X AR T Y
IR X MY BEAR ID. AMEEARIT AR 1D AT, (H X BN EEARIT /AN T Y, X AR T Y

R X Y BLEAR ID. AT TS . SR 1D AN SRS AR R], {H X BIMF ID ZNF Y, U X
T Y;

AR X AY KLEAR 1D AMESERAETTEY . IR 1D FRERAETT A AT ID BIAE IR, {5 X #9351 1D /)
TV, WXART Y.

92



=EMERZEN H

> ERORES
MSTP #1, R4S i 12 75 5 & 3 A n e 4b 2 BPDU $R3C,  AlKE s FUIR A Kl 4 9 LT PO
o B PR RHIE, HOEKIE BPDU RIL, #EATHINEZ ).
o 1] AEAWEEREE, HIUFRIE BPDU R, BEATHINEY .
o PHZE: AElEii REHE, BBUAAKIE BPDU L, AR THihE% 2.
o WiFF: WyEREERKWIIT.
> WOMAE
MSTP i A 53 LR J LR
o MR BUNRMFIERARTT B R,  SUTT R AR 5 e A A B I 3
o FRIENN . ST I BRI A R B 1 o
e Master 3 [1: 4 MST BB SR, AL THARESAAR iR AL L.
o Br¥uil. AR 1N Master it 118 4 i 11 .
o AU FiE i R4 i
o ZEFHuG . WHREEEE WO I .
s A s R E e 7-3 Bk
BB AR

g 1
%, w01, sga2
Masteriy [1: kg1
FmO.: w2
faEm A SH3. WAS
O SHO6

Y F16
uHH3

B 7-3 i Ao K

AR R ] T RO E S B A N ThRE, BEEARE. WwOBE. MSTP L)L Z4R
BIUAE

7.1 EAEE

HATMEN TREMEE TR RN IIRER 2R R, AT et 2 AN B A B E B MG
B
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7.1.1 EAERE

Fic B 25 R TS B 8 25 AC A LAE B2 SO S0 P s, A AR b el v A — B ag il T
WML o e B AL AR DI RE, 15 56 7 BEAE AR DT C B A8 M L AR B 11 4 = Th BE AT 2K 24

AT ERR>>EAE>>E AT E

cEEE
A T O gm © zm —
137
F EibE 5TP |v|
SHEE
CISTIR %R 32768 {0 - 61440, 4096%EFE
izt =1 [ 2 #0110
Lt - 20 P (6-40) —
g3
TEEATIE - 15  ¢4-300
TR - 5 pps (1-20)
s 20 B ¢ 1-40)
K 7-4 HEARE
B4
> LREE
A R T Bg PR T a FAZ B LI A B T RE
A AR IR PEAT ML A AR 2
o STP: A plib iz,
o RSTP: sk plibi e A
e MSTP: ZHAMMAEIA.
> SHEME
CIST 5% HEZ ML CIST 52k . CIST M 2J: g Rt e A Bl 2 15 24l ik
ARMF B BAR Y, [R5 2 AR S 2 v 1 38 e W URs i e AR #r
BN, Rt gllim. BRilh 32768, HuhZik 4096 HIF55L.
BREZ T H] . S A WL A IE AR SCH I, AR % 2 AR M . I
H, 2x(BR&& i+ 1)< ZAE ] . BRI 2 #0.

ZALET T S PR SCAE S L e CRAF I B R AE A7 . BRI 20 75,
AEHTET 3 « TE W28 30 R A8 5, A AL B IR ZSIE#2 B RE B I [E] o 9 HL, 2% (1%
HER, — 122 A0S 8] . BRI 15 #5.

TR FRH - HE RGBS R, i i 2 Befs RIS PR SC s . BR

N A 5pps.
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BABEE: S PSR SO e B ke B, B BRI T AR A R, BRI
20 Bk.
FE:

&M ESRNKES STP WA X. WREREERL/D, a2 5| NG B3R,
WREEMEERL KR, W& QB E A RIKZER. ZVRHRAE.

B3 B Bk 4 B 18] T DUGROE B & e 98 B it R LD 4 P N BE R, SR 2 B R 2 R4 50R.
WRKLE R E K, BRBREFAH, RENRUAEBEHILT HE, AT LHET 4
B W BRI H; WRKE A E$E, REVEMERRELNBEEN L, i T BN R
H, BT FERE. BRRARAE.

WRHE AN FE D, REN M EH T E AR, T EA R P R R B R o
REMB B KR, REAT R R I H BT, T R K BT i A, AT P 45 6y
B3N RE ST . AUURH BOAE.

IR E R H R, BB K E M MSTP XA RE, Kb A S 6 &R IE,
R A BRAE.

7.1.2 ARHER
TR AT A WL B R S B AR 26 550
BT RS> T B > R B

FREAHER
FEiE: =H
STPHE :
=57 —
fotic —
SHERREAZ IS —
Bl -
PIRRREIZFFH —
18ERT : —
1RimN - —
LitdnhoiEEaTiE —
RHoaFERE 0

MSTPEEANE B
D 1w
FRik®E: =/
#1 :
iR —
PIRPREE TS —
15ERT —
Fiche mi —
iR —
IR —

T

K 7-5 EAER
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7.2 WO E

AR TR EC B A #A L 1) CIST 244,
HANTER A AR>S O E

BOES
UNIT : 1 LAGS
w2 80O s rem  SEEEmETE AEESTEs oS0 g TR EOTHEES ®RORE  &EO&S LAG
v T v v
14001 = 128 =k =3 =B =kl — LAGT
17012 = 128 ==l =F) =5 =k - -
17013 ZE 128 =l =k ZE Ba - -
1/0/4 = 128 =) =3 =8 =k - -
1/0r5 ZE 128 ==l =k ZH =E] - -
1/0/6 =B 128 =& =3 =B =k - -
1o ZE 128 ==l =k ZH B& - -
1/0/8 =K 128 =& =kl =K =kl - -
1/0/9 Z=F 128 =& Bal Z=H =E] - -
110010 =K 128 =& =kl =K =kl - -
140011 Z=F 128 Ba Bal zZE =E| - -
10012 z=F 128 ==l =k =B =kl - -
1013 Z=F 128 Ba Bal zZE =E| - -
1/0/14 =R 128 =3 =k =E Bsah - -
110015 = 128 ==l =Fa) =5 =k - - M
(= ) (&= ) (mFE | (= ]
3=
BEEFFREE0 . DT RERDSE TS EmaTE,

FHI A

>

i OACE
UNIT:
Mk
L jup
R
se:

SRR AT -

PR BT 4 -

puk- {ug

R R

K 7-6 AR E

HERE—AS UNIT S S B,

Ak O EC B i 11 STP IhRe, w2k,

BRSNS .

PZ 1 25 A STP Thit.

f 58 5 12 B2 ) i 2 75 2 9l AR o 1 ) BB HE . [R5 4%
I e 2 v v ity R e AR i o EDRRADS, SRR S e .
R\ K 128, [ 0-240, H A 16 (%4

EANE MST B2 a gz b, BT RSB NTHBEITN 2
AR, (R IHE f RE Z 1A TS  E AR i AR B . (RIS,
AN IR

£ MST AN RIEsE E, AT EERRENTEB IS5,
[i] B A A A o 12 0 ] 2 75 2 e R e AR o (EDER /DN, RO AR
S

BT S A S 1. %3 1 B PH 22N 18 ROR ST B,
APSEEREGE RS, T SRR IE IR I ],

e 1) %) AU BEOIR S o DL s B AR E I W5 AN 11, 4 SR
AR 1 B AR g L AT DU IR IE RS B3 AORAS, A A
LR e SEIR B[R]
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PGER -

¥ 0 AR

¥ A £

i R :

LAG:

A‘E‘ﬁ:

JA Pl T 4G — IR BGE B I &

R I PTAR A RO AR

TR R A O S R AR A

o M. PR ERARTT A BAR, 05T AR 7 1 % e e 1) o
Ho

o fEiEu I BUTT AT il P BB e R B I 1

o Master i [ : 4% 2 A BRI SR 13w L, A7 T3NS AR
Py R AR L

o Frdfuuii 1. A A1 Master i #4547 3 o

o Ffyim . R b A4 o ] o

o ZEMINm 1. )RR W )

R H P AR AR

o Hr: HMURR MR, BIOFREMBERIC, #iTihkE .

o “Eo]: AEE R AR, BORRIE I ERC, BEAT AR

o [HZE: AMCEF A B, FUEARIEBIRST, AT HhE
#3s

o WiFf: WEEEEEIMIIT .

R 2T R R A

® MTH#HGISRMENRD, HHIZR I REN L LRD, FHE BPDU R GE. XA
R4 (200 O PR TR B RORA, DRI 4ty % 2,

o XTRBTILRANNGD, FrAm oA UREEKE &3 f b L.

® LD REAL R ABEMAE, WiZwD PTES T £ R LA PR EN G SRR
M. om0 KRB R A xR, MEEN RS XA, WATERII NG

3 B

7.3 MSTP 4

MSTP % & T VLAN-ZBI 2R (B VLAN FIAE Bp e o 238D, #E VLAN FIAE s BE Rk
I MSTP s2f CE 24~ VLAN 5 2| —/NMESH), 2 VLAN I3 — A2, LA

SR g BT S I A A i

HEHZ GZHALE MST 344 . MST BB IT 8], VLAN-SLEI LR 52 e a R, e114 68
FH—/ MST #. AThAtOHEERECE . 2B i B A1 SLE)E 0 =AM & Ui .

7.3.1 BEE

A TTHRECE MST B4 AME T 2900
HEATE R ERR>>MSTP 24 >>H0E B
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iR

i 00-02-03-c0-9a-d3

HELTERE : 0 | ¢o-65535)

K 7-7 W E

FHNA

> HERE
B4 HE L KRR MST 3, KT 32 5.
COETIE HE BT R R AR MST 3.

7.3.2 B E

SHIFCE 2 MST ) — AN @, FISRRAR VLAN R B S LR 6 &R o 4% 296K VLAN 43
W AN E] (S, AN S A — AN VLAN 207, ANS2 B S AN A 3 A ot (152

HENRE A EBA>>MSTP S24>>5 5 8

WVLAN-SC{FERET
2D - | ( 0-8, OHZRCIST ) A
VLANID : [ | (1-4094 . B3 : 1,3,47,11-30)
RS
EE ZfID s g 4 VLAN ID
CIST =5 32788 1-4084, ETERERRET | e sArRsTt
1 = 327488 T2finET | EhefmeT
2 = 32768 T FRIRET | Sl EEmET
3 = 32788 TETETEET | Ehe e
4 = 327488 T2finET | EhefmeT
5 = 32768 T FRIRET | Sl EEmET
& = 32788 ETEEERET | EleSEEneT
7 = 327488 T2finET | EhefmeT
] = 32768 T FRIRET | Sl EEmET
| = | | =& |
3=

HEVLAN IDESTEIS st ( CISTIRS ) |, B4 smesHER,
K 7-8 sZflfc E
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W

EPIZE
VL AN- S5 e 5

4] 1D:
VLAN ID:

v

> SEfRE
i
SEH) ID:
R&:
RSk

VLAN ID:

7.3.3 SLhlvwm A

'S5 S5 1D

HE FEAWINE VLAN ID. #57% B2 ID hE2F VLAN ID, 7Eit
BEUE, HiH VLAN ID B8N, A28 2wl i &5

7)ok HBCE SLBIIRES e, 2k,
LR AZHLISEG] 1D 5o
WP A R RLSE B o

FEXTRISEH 1D 1, W R AL e 15 2 Wk AR ) B AR . BR
Ny 32768, HZiZE 4096 4L,

5 %5246 1D AT 2% VLAN ID. #5215 O AEAE VLAN ID, fFitk
B, ZHIE VLAN ID B#E2S, T2 CIST .

Sy AR AN [ ) 26 B SEE9) R e LR AN R A 2, AR TORIORBC B AN RIS 1D A o 1 248, TR
FE BT LLEE A i AR E S b RS R

ENTER T8 EBR>>MSTP S24>> 524535 H
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SoFIDEEE
=HID - 1
EERS
UNIT : 1 LAGS
TE Bl {7k EiETTE =088 Stk LAG
1/0/1 128 =30 — — LAG1
17012 128 = - .
11003 128 =z — -
1004 128 = - .
1005 128 =z — .
10005 128 =z — —
107 128 =z - .
1008 128 =z — -
1/0r9 128 =3 - .
1/0/10 128 = - .
11011 128 =i - —
1/0/12 128 = - .
10013 128 =z — .
10114 128 =k - —
10115 128 =z — - - -
L | = | (B | = |
g=
EEETEEER , EEEs EEEEE g ERETHE.
K 7-9 sl
% B
> SZH ID BEE
24 1D: 196 7 LT v @ P SE49) 1D
> Sl ORE
UNIT: HEF—A UNIT SoRik s 8.
prii= /R) 3% i 11 FiC B i 1 OAR S AR R AR T, w2 k.
- BRI WAL 3 15
etk : LEXT RS 1D F, B8 5 1% 0 11 388 1 it 11 2 75 2 e i i 11 1)
EERHE. BN 128, JEH] 0-240, H oA 16 154
AT £ MST A B2, H TR aEaSERaETEns%
R, TR E AH A f  i2 ity 2 75 S e R s AR o BB, 3R
TN 2 e
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b g 37N i 1A A R S5 Hh PEAT PR £

i RS : 7R T AR ) TAEARZS

LAG: 7R 241 B I 2 4 .
A‘E%:

IRl — 3 B 7R IR B A B SR o i RS FT DUR R
ZAW R4 Rl B Tk

PR | BE B

1| BB SSHLAE A R s h i | v AR
fith: ARMFEE E M

2 | BCE MSTP 4 RZ% WA EAERN>>EATE>>EARE T, JFE%
BHUE R DIRE, JFECE MSTP 240

3 | BoE 1 MSTP 24 WIEARAE . AR R >>Y 1 e B >>Y 1S B 0 HEATC

4 | BCE MST i WA . AERR>>MSTP SEF>>EACE . LB & v,
QI MST 8, JLAZHAHIAE MST i) i .

5 | MBS I MSTP 2431 AR HRAE . AR RA>>MSTP S2)>>S2 s O 7 E, i MST
BRI S, T B S48 1 MSTP @ .

7.4 ZERE

i HE BB A ORI T RE,  SRBI LEAE R R 25 o () 1 46 T8 2 & AR AR PE B BT . AThREEE i D
PRH AN TC LRGP B I

7.4.1 ¥ AR
> FRERARY:

FEMZE IR INREE T, A LE AW A BT A B LAIE ) BPDU 530, SRORKREASHL A3 11 19 5
FUIRZS o ER 24 A 2R R A 28 0 PR ) RO BE I, (82 T N A S el e i i ®) BPDU 3L, K4
U R A R, Rk B A, X BH 2 SR B AR, AT B 2% rh e AR PR B

PBR ORI DI RE 2 AR AR B (K72 o X TR 7B DR 3 11, 4 B0 Bl R s el s
(1 BPDU R3¢, 5l STP HFritHmy, AgHim DA, 2w 148G — B BV IR

> IRARY:

FEBTH IR INEE, CIST HIARMF AN & O ARBY K 2 b T — A il B AR DI o (B, 4D N D1
TRC B BT 52 3 90 2% v ) R i, 2% b ) B AR A T e 2B I e 2 = i BPDU R3C,
B AT SRR 25 T AR AL, AT S BUN S5 A S R R AR Bl . XA IR RS, (45
JEUR 2 i B I ) A A 5| B B b, SR I Z5 I 2E

N T BIIERXMIE SR, MSTP SRAURMF R DIRE: X T8 M TR ORI DO RE R 11, AbAE T A 2
) L fy s A € R BE DN R i 117 2120 LU PR Se 20 S i) BPDU I, 372K 2% 11 )3 IR
A THEENRAS, AFFERIRSC G2 T4 s I AE R BERE W) UAE 2 F5 AL RN A 7]
PO ORI BE A TG T SN, o 1 SR SR A IE RS
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> TC

ZHALULE] TC-BPDU #3C (MBI R AR J5, 2B AN bR TR . 4E
NPhi& TC-BPDU SO R B A bl , 22 e iU G i (] Y Y 3 K& TC-BPDU 3T, AZ it Bk
BAR AT ML SRR K G40, MR IR e i R IR KRR R . @ Exc L LB TC Ry shfg, ol
DARE G, A2 i AL AT < M ) e b ik 2 230

JEH TC Ry Ihee)E, SCHHETC Ry AN, fe®] TC-BPDU i K H N TC {4 BRME" AL Fir
W H, B ZEH R, SSHAEIZE A AT R MR R o JXRE I T DUIRE S S 2 ]
e B M bk T

> BPDU f##

THAH B PC SRS A AH G 1o 29 15 B v i G 17, DASEILX S O PUsiEs . i
sl 13 F) BPDU 70 R G4 [ 3 ix Lo 115 BN AL S0 0, EHH- AR, 51 mM%
FANEE AR AL o T S O — B AN 2 ®] BPDU 3. A A hi& ) BPDU #fOCE =
B 2 ehl, e 5 BRI R

MSTP $2 it BPDU {47 T e KBy (kX Fi et : J5 A 1 BPDU fRIFDRe S5, an SRl S 1Y 3 7 BPDU
R, MSTP X i [5G A1, [R] B I8 0 0 I ity L1 4 MSTP CHAL,  # S PA 1 ity 11 3L A El R 2%
BN RRIKE .

> BPDU 3

BPDU i JEH kB 1L & ) BPDU itz Yoty o A2 # LU BB =11 BPDU ) 3C LA SR, 2 ) 2% )
CASHNE R, FUE L% N S W ASE 34T STP iH5, M SECSHMLE CPU 5 H &t mak
# BPDU R SCIR SR A

JEMT BPDU #RICEBEThREM I [, REASFHEWCAL R AEMT BPDU 13, {HEZMSMNIEH S
BPDU #K3C, M5 IEAZ bl 32 #) BPDU Rk XMy, fRiE STP 5 IERE.

FEAGUR] DL AZHAL A0 25 o TG B B3R TURM ORI DhRE, RO AF& 251 0 1S FI ORI Th g«
AT T AR >> 2 i E >>i DR
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EO&R
UNIT: 1 LAGS
EE @0 FEEER ERER TCRR EPDU{ER BPDUiTiE LAG
11011 =RE =F =F =F =F LAGH
11012 =1 =E =E =E =E
11013 =1 =E =E =E =E
1/0/4 =F =Z=E =Z=E =Z=E =Z=E
110/5 =1 =E =E =E =E
1/0/8 =1 =E =E =E =E
107 =1 =E =E =E =E
1/0/8 =1 =E =E =E =E
1/0/9 =1 =E =E =E =E
1/0/10 =1 =E =E =E =E
1/0/11 =1 =E =E =E =E
1/0/12 =1 =E =E =E =E
1/0/13 =1 =E =E =E =E
1/0/14 =E =E =E =E =E
1/0/15 =1 =E =E =E =E v
| 2 | (& | [ =8 |
Bl 7-10 s R4
B
o AR
UNIT: EE—A UNIT Sim s B,
priit 3 /n) e i VG B i R ThAE, "2k,
b TR A WAL 5 5.
R By 1l bb T B B 0 ZE B L) BE RS O, SEUR R A T S A AR
P e N L SN S2N
R R B 15 214 A R R M 2 22 AR AR 1 s A7 11 551 762 X 2% 4 1 45 44 1) 4 iR A
Z\jJO
TC R4 b7 1 T3 2 O 8 1 TC - OCHE STP P 48 Hh AL 3K 1T 5 B 1% 4%
(R bk e AN i 25 BT 51 RS A TR0 2% i R A
BPDU {37 7 11301 5 v 11 52 3158 75y 3 R W SR ST i Pk
BPDU T 3&: B 1k STP HM SN £5% FR B s Sz it .
LAG: WoR i F AR F SR A .
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7.4.2 TC &3

¥ DRI UIIT A 3 1 “TC R IIRESS , 75 EAEA TN TC R TC fRIMEAM TC R

AT ICE -

FANTER A E: SRR >>%ERE>>TC £

TC{REA
TCRIFEIE : 20 BESC1-100)
1Rar
TC{RiP FEIHA 5 C1-10)
K 7-11 TC {54
% HAH:
> TC{#
TC R4 1A : 1E TC Ry H N, S FH LR TC )i KEH B iZ8H )5,
A PRNLAEZ TN A AT bR M R e . BRIAA 20 AL
TC {7 A#: HE TC R, BN 5 #.

7.5 STP ThReHIAH M M H

> EMER

o Z¥NLA. B. C. D. E L H MSTP Ijfg;

o ANHAZHAL;

e B. CHILEEXZ#N, D. E. F NENEZH#IL;
o HAWLEFILE 6 4 VLAN, N VLAN101-VLAN106;

o JrABHELT

MSTP, HHHFrE w4 %))E T F— MST 3;

e VLAN101. 103 #1105 f#idaimi & LA B NHRMF, VLAN102. 104 #1106 f%idaii &L C AR
Mro BEWTINZEHR 3R, JF R8I B 7 ROE FE H VLAN $diE i T0 R 45 43 DA R R 37 4 350R

104



=EMERZEN H

>  HME
> WMELSE
o JiLEHAM A:
BB | #BE ViEA
1 | &K 7£“802.1Q VLAN"ZhREAL, FH N3 ISR Trunk, If:
B TN VLAN 101 F] VLAN 106. BAARLE 51155
1, 6.1 802.1Q VLAN.
2 | BHA IR . TEAE B >>ZE A B >>FE AT B vl H, 5 H AR R ThEE,
W MSTP A= b=t
EERWS>SEARE S>> O E mim, /56w H
MSTP IhfE.
3 | BCE MST AT 90 | fEAERM>>MSTP ER>>IHEE T, RKEEHA RN
“TP-LINK”, &7 205 ERINENTT .
4 | FidE MST 45K VLAN-S26I st | ZEA AR >>MSTP Sefl>>semit B iim, Al '® VLAN-52
WL 22 . ¥ VLAN101. 103 F1 105 Bt 2)sef] 1,
VLAN102. 104 #1106 Wi F] 524 2.
o JiLEAHANL B:
DR | BiE HHA
1 | Bd B 7£“802.1Q VLAN"ZhEEAL, #H N 3w H FIZE5N Trunk, FF
B M VLAN 101 F] VLAN 106. HARRELE ki
I, 6.1 802.10 VLAN.
2 | B AR IR . TEAE R >> B AT B >>FEAHL B 5T, o H A o Tk,
P MSTP A= bt i =X
EAERN>>EARE>>w OB T, /&AW
MSTP Ik,
3 | BLE MST WA A FMEIT R | TEAE R >>SMSTP SEF>>IHEEE i, REHAN
“TP-LINK”, &7 BRIAEP AT,
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SR | BE A
4 | BLE MST B VLAN-SZEI LS | fEAERRR>>MSTP SEF>>SERIBCE T, AlE VLAN-5L
Bl . ¥ VLAN101. 103 F1 105 Mt sz 1,
VLAN102. 104 F1 106 W& 3524 2.
5 | AL B ERE RS 1 (ARNE | fEAEBMS>SMSTP S>> B B v, s 1 (AR
K EN O,
6 | KBS HHL B EE NG 2 (R | FEAERM>>SMSTP S2f>>eple B8 i, #sewl 2 ik
r K E N 4096,
o TJLEHMLC
ST | #BE ViEA
1| EE 7£“802.1Q VLAN"ZhREAL, FHR % RN Trunk, JF
B N VLAN 101 3] VLAN 106. EAAEL B 5% S
I, 6.1 802.1Q VLAN.
2 | BHA IR . TEAE B >>ZE AT B >>FE AT B Ul H, 5 AR R ThEE,
e MSTP A= i A 2
EEBN>>EARE>>w OB E U, J5 H im0
MSTP IhfE.
3 | BLE MST AT 90 | EAERR>>MSTP EH>>HEE i, iKEEA A
“TP-LINK”, &7 205 BRNENTT .
4 | ficE MST 310 VLAN-SLBI R | ZEAERRM>>SMSTP SEF>>SeMECE i, FiE VLAN-5L
i, ¥ VLAN101. 103 A1 105 mei ) szm) 1,
VLAN102. 104 F1 106 W& 3524 2.
5 | BN CECE N 1 TR E | FEERM>>SMSTP SZF>>Seple B8 i, #2111
r Je R E N 4096,
6 | KacHedl C FLE S 2 BIARMY | TEAER>>MSTP SE4>>SERIREE v, K sew 2 sk
FHHENO.
o JLELHHLD
PR]R | BE WA
1| BB 7£802.1Q VLAN"IZhHEAL, #H N RIS Trunk, FF
B 0N VLAN 101 3] VLAN 106. BAKE B /5iEiES
1, 6.1 802.10 VLAN.
2 | B RS AN >>FE AR B >>FE AR B UL, 8 H AR IhEE,
P MSTP A= bt i =X
EAERN>>EARE>>w OBREBE T, /&AW
MSTP Ik,
3 | FE MST IR AEIT 0 | fEAE R >>MSTP A >>HEEim, REWRL N

“TP-LINK”, 1217 25 8RBT,
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B | e B

4 | BLE MST B VLAN-SZEI LS | fEAERRR>>MSTP SEF>>SERIBCE T, AlE VLAN-5L
Bl . ¥ VLAN101. 103 F1 105 Mt sz 1,
VLAN102. 104 F1 106 Wi 3524 2.

o XML E FISZHAL F AU B 5 1L RIS AL D
> EHIMRE LB WA LB Br A B sh S &1
e XFFsLfi 1 (VLAN 101 103 105) 15, E@EAIEER N TR amgE, KEersaEwrr,

AHHLD A HALE AEARALF

o XITszfl 2 (VLAN 102 104 106) 15, E@EEEH AN FEPEGKERRSE, KEFBEERIT.

> BEREW

o FTA ACHALIN G L AR BUE FI“TC (-5 Thik .

o HRAFACHAMLI BT Ui 1 B WU MR R S Th g o

o G N BUR B BRI I RE .

o N PC HiR% LG, @iUS HBPDU {58 “BPDU i & TR .
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HeE A EH

> HER

FEMZE T, AAAEE =FAORIROCHITr A gk, T8 Ak, BRI 4 (Unicast) 5 Ui,
55 a2 B M RICE R R, IR 2 MRICE AR, W LRl EE ML 20
MFENEREE, AR KRS AT Bk 3% (Broadcast) Jiaif&hilf, R
F R MR RGP A 7, AEAATR SR E, AR S EIE) fRok i E .

AT, U BORAIUI R R 55 B RO 2 )RR 28 SRR 55 I AE O 15 J2 A% 32 1Y) B B2 A A
Wore £ RKIEZ RIRIRTIR T, SRR OGS P B, T 8T Sad A R
2%, 2 FREE BRI BATER, AR R 7 ARG, X4 (multicast)
ROETIAE, BB T ML b G 2 2 R LIk, BERS T KRB MR TE, BRI 2% 3
Pk fhmls S0y XaE 8-1 fror.

K 8-1 k&l 27

PRI T A

o JRFMGARE, WHERE XL HKR;

o EMHEXRE KA, ik N TG ERE — U B ORI 45 e 2 BT AT 5
o BRI AT ABERS BN\ BGR H AR AL

o SENMEELRES, RV EMEWIGKE.
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> HEHE
1. H#% P st

FR¥E IANA (Internet Assigned Numbers Authority, KRR 52T RS e, A/BHRCH 1P
b3 D 25 1P ki, 413% 1P HuhikiE 2 224.0.0.0~239.255.255.255, Hidr, JUANEERRALRE 1P
Mok B Y A B PR R

HIFHILTEE BLH

224.0.0.0~224.0.0.255 R PR B TR JE AR P A LA e DS O B M
224.0.1.0~224.0.1.255 U A2

239.0.0.0~239.255.255.255 | Jaidsk i A AR A Lk, ANBER] T internet

# 8-1 FRERIALIE 1P Mol B
2. ZHH% MAC Huht

DK WAL 5.4k 1P i, B 1 MAC Huhib s 1) 2 82008 1 MAC itk {H 2 7E AL #
B, ARk H AR A AN AR, WA RRAAE N, AT EEHAE MAC
AR N B iithl, 4% MAC bk 2 — A2 41 MAC Hidik.

IANA #1578, ZH4% MAC Hudik ()75 24bit £7 /2 LA 01-00-5E JT=k, 1% 23bit Jy2H#% IP Hbdik (1K 23bit,
WL o R 8-2 Fiw:

| |
0 7 15 23 31
32-bit IPv4 [1110 : |
address |
23-bit |
5bit | :
MAC Aderess ! = Y mapping v
|
00000001 | 00000000 [0101 | 1110 |y

I
01 — 00 — 5E

8-2 IPv4 4% MAC Huhit FIZH4% (P bk i 5 B ok £

T 1P ZH3E b 5 4bit 52 1110, AniR 7AHEH, 1K 28bit R A 23bit 4k i R4 5% MAC Hb
hk b, XFE 1P AR NE 2 Sbit A, MWL T 32 A4S IP L #E bkt 2] [F— MAC Hb
bk B R,

> AfEbbR

AL S AL A 2 ARAE AR I ROREEAT I th T AL IR AR A BEPS L VLAN A&k, [A 4]
FEHLIER A EE — 87052 VLAN ID, 452 B LI B R 50t Kt 0 R e e 3 0icim 1 B 4E /) VLAN
W I o HFEHIIEZS B U 0 VAR —AS, T2 — 4w 53R . BB, S B LR 4 21 #
HAE i H AR AL A R AR LR, WRAE AR IR P E AR 2 H WS RS
o R e LT AE VLAN AT A S ) B3 ISR BEEFRBUXT NI 2% H o U H Ak 1% 72
— M AR, TRACHAER AN H IR EE e R B, T 58 R FE R 55 # . AR
bR — s XNl 8-3 .

| VLAND [  #%iPp | B0 |
8-3 ikihhk R
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> IGMP il

WA 2% o () EHLE IS K% IGMP (Internet Group Management Protocol, B¢ FE ) L[]
AT (8% FR 28 B I (BB P R4, 4 L EM RS HBEIR R R T RE, L5750
HIB B KA EHL. IGMP i (IGMP Snooping) R 4IEZIHHLE], 1E4T IGMP il 138 Hebl
AT T RS> BT AL AR 28 2 (A2 ELA IGMP R SR BEANE I IB 2, AT ] LA 283 |
2 P EHE AR 2

8.1 IGMP 1itHr

> IGMP ity i TAEE 72

AT P BN S B R A 2 A H IGMP )30,  BREFHFE(E B L ILHE 1w 1o 9A8 el
W 2 E AL S s A R R SC (IGMP Report) B, 28 #0200 DN LB il £ Ay 2458
BT 2 EHLRIE K ITFIR L (IGMP Leave) I, B H1 88 45 3% 1% 3 11 1 4F 2 4L 85 4R S0
(Group-Specific Query), #ibA e ENTHFEZAE, WA FEINRERSE, 2 8 H S BT
FEHLHIEIRL, A2 N LR Z v T AZH SR bk P IR . 2%t s 2 e I R &R SC (IGMP Query),
LAV BN E WG, FAE— 5 B TR B A USR] EALA R S0, (481X O L ik
THIBR o

> IGMP #3C
147 T IGMP I (R A2 e L6 AN [FI 2R Y ) IGMP i SCIARFE 75 R R
1. &R (IGMP Query)

B g R, SORT 43 i A B R SOy e A WA O . B b AR E N R i AR O, BLE
Z BT R A PR AL 0 . A B BRI IGMP BSTTHROC )R, 2 il B 1 i 4 1 4R %k
IGMP e AR, ZHH RSO A, AR € 1230 H 2 e A AR 4L e 4L A

ST BB AR, TR GRS VLAN N o O DA e s D &, IR
I A N A AR fn SR A0 AN & O 2% F 28 11, TR i N Bt B i I 81026, 378 FH &
Feum ], A SR O W et 1, DU B M el g ]

Sob T4 AT R O, 38 oL [ 2 ) P 2L AR AEL 1) B PR B R IGMIP R 5 2 A )R S

2. 5L (IGMP Report)

HHENUEE, 2 ENUAE BN 5 — 2 R 4 lont 455 b 28 2 H 45 5048 30 B I P2 A2 e Rh 4 S .

EWC R IGMP #R AT, AZ AL R SCE VLAN PN B B a8 1186 R 22, [RIIE AZAR S0
AT H ENLEDINN AR A ik, FF X2 S e 1 AORH B, AR A SRR 0 ity 11 o 3 ol O i
1, PE N B RE MR vh, 33 1200 11 P 5 53 s TV TR) s 4o SR UAc i 11 2 TH e i o 11, D)
T2 FE A O e A TR

3. B3R (IGMP Leave)

24T IGMPVL [ ENLE RN A2 R i%E IGMP B IFHRSC, R A Bl TGy S B3R 40 R HLES T 1
ZHL R, BT ENEFHBEHE ASFERE IGMP RERST, PR 24 HO6H S ) R 3 110 8] 48
W5, AL 20 Zt 1M N A % B ik R P IR . 1247 IGMPVY2 8 IGMPV3 1) 3= M1 41 4%
A, SiER k% IGMP BHFRC, DUB AR M 8 B BT T A HRE AL

AT HHLNIE— S U R IGMP &R SC, A T At O R 2 Bk e A A7, il
[ JH i 1 6 R 8 B AR S, AR5 B A O g 11 TR) A 8 i S B TR, 8 e B TR e, 38
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ALK s MRS RE LR bR o SRR B T 1 S AL A R e A R R AR,
R BRI -

> IGMP il FIZE A

APS |
BB O (Router Port): AZHul b4 PK by 2H #5580 4% 13 1 o
BeR¥E T (Member Port): 22 et L e 20 R4 A A 3 1

2. FHRERS#%

B AR R B) X BRI R, An SR A ML A s S B RO, B e s i
KA. BRINGE 300 7.

FRR S DT X BRI Py, A R AL B MBS o TR S 4RO, B OAZ R R A R
FHUET ZHEH. BN 260 7).

BT RIS TA]: A ENUAIE B IT AR SR AZ A A 1Z WL 1 AL 28 o B P TR N 1) BROAZ 1 D

8.1.1 AW E
Wil B A B IGMP MU RS, B 26 BEAEA TR E IGMP V7104 R T ALRIAIE 25,

U SR AE AL I AR A AR R R Y, AZ AR BE S22 VLAN ) 3 58 #LR FH AR
FNZHIEROL E T TR S, A HAUSCBIATE 2 36 ik 35 b R LR B AR T i, ¥ bfose =70, AT
TEMIE, IFREARGAIEEACE, W IRYE LERE DL B % IIRE .

HEANTE R HBEE>>IGMP MIr>>ZE A E

=FEE
IGMPAEILT - EE ® =F
FAEEEET -} =
ReportE=r3lE - BR * =FE
BEmEEElaE 300 Bl ( 60-600 , 330050 ) b=
SisOatE : 260 Bl ( 60-600 , HEEE260F) )
EREITREREEERE : 1 BE1-5)
BRI REElRAT 2 (1-5)
IGMP{EIF{EE.
=it R
EEFED
EEEVLAN
| mw | | =2 |
=
EXEE. ELSL VLANESIIEERE | IGMPIOITTEEER.
K 8-4 HAME
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W

>

HIr 4
ERE
IGMP 4117 -

RANAFER L :
Report R 3CHIH]:

8 £ 5 S 1 B T«
FS 5 3 1 B TR

B J5 MU A 5 2 A1 6]
R

B J5 MU A 5 K
#:

IGMP filtHr 5 B

iR

FR -

R A AL IGMP (it AT ThEE
19 AT ML A R 2B AR ST I A 7%

WP AIT A Report RICHIHIDIRE, WIRIT R 1ZIhEE, WKy E 4%
A5 —> Report ) SCRERAEH H18%5m 1, 4% T KA Report it 3C
VR, AR A8 . Report #& TSI ThEe A BT kb M
25 IGMP £l S & .

FERBCINTE] P, n SR AL AT IS b o i 1 R BRI, i
IR 4 3 2R3
FEFT I TR Y, R AS LB B B B3 s 1 A I& R 5 4L
HUA N Z R 0 TR 2K

By N5t S T G 7 U D BT U o 2 2L PR 4LV LA AR 4 B SR 11
W 2 42 I 2 1 () RS A I8 R 2 A A T A SO R 7 2 7 I A A A A

il
o

gy N i T R B IR M R A AR R O 1, K
B RIE AR € 4 AR O B2 A HA LR R

=

7R IGMP T A7 & 1.

TR N T B A
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8.1.2 ¥y AL E

76 M TR AT LA B F i O IGMP 5T Th RS AJLE B TRk
HEANTER A HIFEE>>IGMP ¥r>> DR E

BOEs
UNIT 1 LAGS
izt =OS IGMP1{:I0F HHEETF IR LAG
L 4 L 3
1/0/1 == == LAG 1
17012 == ==
103 =5 =
1/0/4 == ==
17005 == =5
1006 E=g= E=3=
107 == 5
1708 == ==
1/0/9 =5 =
11010 E= 3= E==
110111 == =
100112 E= =2 5
1/0/13 == =5
1/0/14 == ==
100015 =s =5 -
| 2 | [ @ | | =80 |
K 8-5 ifi 1Pt E
% B4
> WRORE

UNIT: EFE—A UNIT SR S B

. RS HECE U T IGMP (i IF IhRE, Al £k,

R R AZ B 5 5

IGMP i1 : P Zum e 7 8 B IGMP it ir Th R

PR IhRE: 2ty R SPGB TFIIRE fE, SSHALKE] IGMP B JFHCCR, B

F1% i 11 A H% 2H A IR
LAG: SRt E 280 B R A .
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A=
® iUtk B T O A R B 7E AL E 3 IGMPV2 3 v3 Bt K.

o UHLEEAGRGAMAFTHRXEF"WREARTEHERLT, WREMSROTHEZANAF,

AR P ERE R T, VT kB — AL A b R P AL L S
8.1.3 VLANECE

=EMERZEN H

IGMP {ii iy BT 37 [ 2 3% 4H 2 24 T VLAN T #5381, AFEIET VLAN 1] L EAFE IGMP &40, &

T TR B 454 VLAN 1 IGMP il 245 .
HARER T EE: ABEHE>>IGMP {IF>>VLAN &

VLANBIS

MEsEOeE: [0 ] #: (0, 60600, 3008

mEEOsg: 0 | #:(0,60-600, #2608 )
BsrEmsl
UMNIT = 1| LAGS
C ez a1 el Ml 2o 221241261 28 1301 321 241 361 3¢ [40] [421 441 261 28]
LR s L e i e s e 2 23 2s ar2g [ 3n 33| (3] (3T [3e] [an] 43 [45][47]
Tssmemmn M ememn D msmsn
VLANFIZE
HEE VLAN loﬂﬁaafgé-uﬁf‘fguw BmmEED | B
SR,
(2 | (#ee | (== ]
gE
sy ANGIEEERRERT | AN,
K 8-6 VLAN il &
B A
> VLANFEEE
VLAN ID: HE 5 A IGMP il ThEER VLAN ID.
% 2% v B ]« TERT IR Y, G SR A M LA MBS s ity 20 B AR i SC, it
N NIZ I g8 R 2. HESFE 300 #5 .
R 0 1] - FEFT IR Y, R AT W LA A AR S i 1 B2 U B3R 5 4R S, mik
Z N e R . HERE 260 F5 .
AR A WS HASIE B s, ZHTHiMagrmegh,
> VLAN FI&
prirti= Nk HECE VLAN 23, nf£ik.
VLAN ID: 78 VLAN ID.
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% HH 2% v 11 B ] BN VLAN PR 2% 8 s 1R 18]
% 7 S I B ] - 7R VLAN [ 8 53 iy 11 B[]
B A thasug . 7R VLAN FRER 2SI HH 25 0k 1] o
BB B O 7R VLAN HIBhAS B H 8w 1
A Hof AN 2% H HEAT R N B

A‘E‘%:

YA VLAN I 6k B B, A TRB L B KR

fic & S0 IR

SR | BE i

1 | J5H IGMP iilr DhfE

IR IEAE . TR EESSIGMP Mr>>EARE ., OB i
M, JaFHAZHHLE IGMP iU ShEE AT ) IGMP it T &E .

2 | Bi® VLAN 4S5

EEME . AT ESSIGMP fiIT>>VLAN BRE i, ANAS
BHLI S VLAN BC B 1R S 45

BAREHE SN VLAN, ZRK A EZ VLAN WITE IGMP
i ThEe, AB4i%Z VLAN W 2R EE 2 17 .

8.1.4 4H#% VLAN

W TAE G AR R 7, 440 T ARE VLAN B PN E— AN, A% s NG
MEEECE 1) VLAN & IRk — O IR . X PR S % 720, IR% T REM T %

T C B A% VLAN, 1T DU R A v 1o e R0 o s A8 AT ) g 1IN 21 20 8% VLAN A1, {48 [7] VLAN
W PR — AN 4% VLAN SIS 3B, 3R 5dE R R 413% VLAN Wt/ 4, M5 74
B [E T 413 VLAN 53%5@ ) VLAN 58 4BRES, 224 A o8 #5758 DLRAIE .

WL B 4L4% VLAN 21, 7 %4E 802.1Q VLAN IAEATHSERLE — /4> VLAN VA4 VLAN, FEH4 A
MRS I VLAN A1 . 4H4% VLAN B G, 7€ VLAN S50 o8 H e VLAN BB 2S5
Pk, BRALIBEER A BB B 2H 4% VLAN DLAMPHE VLAN K .

HATER A E: HBEE>>IGMP MHIT>>4#% VLAN
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BEVLAN
HEIRVLAN - BE @ zfE
VLANID : [ ] 24004 g3
EEEsEE - B | w0, s0e00, mE00m)
ERSEOIE : b ]| #:(o0,60-600, 60 )
st EEEERE0]

UNIT : 1| LAGS
70 T T 2 T T i [
NN N I3 A [N R KEY K KA Y SN P A T2 P Y Y BT BN EX R B

EaimEEl
UNIT: |1 LAGS

70 0 T 2 T i P
N R IR A [N N Y K KA ) PN 1 2 A ) E3Y Y B Y B3N EXY BT B

T amramn Mlssemo Drmsso

23
1. BIETHEEVLANG  FREfIGMPIESEEEEVLANFTE,
2, BAEVIANEERE=AEOERVIANESRES | SRVIANTEEESET.
8-7 ¥ VLAN

FHAH:

> #H# VLAN
% VLAN: LR E 2% VLAN.
VLAN ID: JS 4% VLAN ] VLAN ID.
B £ 35 U 11 B ]« TERTREIFIRI Y, an SR A B LA AN E 2 ity 1 20 3 A RS, il
WAIZ B th# s 1 R k. #EFE 300 75
F A 3 B[] FEFTET IR Y, A SR AT A AR i BRSO, A
DA G Rk HERE 260 F).
AR O BIRAFE VLAN 50245 2% e oot 1 o
B Hw O WA E MRS R, 2ATRIMEEMgE .
A

B B3 0 L AU AL HE VLAN F, B U R B s 1R v R B AL HE A

SR #E 802.1Q VLAN 3 i AL 5% Al s 1 9 4H x VLAN BMEFRE, 413% VLAN £ #k E %3517,
Z1# VLAN o 8y ik B 3 11 83 1 K AV % ) GENERAL.

A 4% VLAN oy 8 i gm0 fysn 0 KR LB E 5 TRUNK 2% 2 i B LU 4“4 tag”#y
GENERAL 3 1, %41 3% VLAN WA 8y B A7 B 2145 i 5t 3 10 40 8 % 2 4R 2 2L 48 438

® UV THFEVLANE, FTAN IGMP X3 R 4% VLAN WA HE.
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il B DR,
BB | Bk Vi B
1 | B IGMP il D &g kAR . EEIBEE>>IGMP Mr>>E AR E | 3n D ECE 7,
Jit A B AL IGMP 5t W Th B Al 1) IGMP 5T Bh g
2 | G4 #E VLAN D RE. 78 VLAN>>802.1Q VLAN Ifgkt, A122H3% VLAN,
B T R G i RN b 28 o 110 N 1% VLAN H
o g B Al I v 1 i 128N GENERAL.
o it B & s s 1287y TRUNK B H TR A3 tag” i)
GENERAL.
3 | BLE 44 VLAN [15%80 | WikERE. SEANABEE>SIGMP ir>>4H$E VLAN T, B H
HHFE VLAN FEE & 4% VLAN FIZAL3E S50
A B] 2 B0 U R ERAE
4 | BEEIERMN FECE AT, W 7E IR B S>> IGMP T >>HE A fE B vl 1 T
Ja FHE VLAN 4 H 4k, B -4 4% VLAN [ VLAN ID.
8.1.5 WAL E

1EIE1T T IGMPRIH M, FE—G ZZHMB RS YIGMPE IS, 75T KIEIGMPR I 3L,
8 = 2 R £ RE RS 70 IR 28 J2 @ S R 43 SRR R T, AT 7 X 4% 25 T 0 2 i 2L B 50 o i P 6%
HH 2 B AT OB T = 2 % 5 % 5 N2 (58 B IGMPHR SCR 37 — 2 A % R 30, 5K
W R R AR, fE— N = ZEBR AT, BT RA &S R ITIGMPE ) ZF 1 DI fE
IXFER 2 A2 AT AFEIGMP MY A IR SC, 2 B & @ i IGMP RSOk 2
MR R BT N T IRRZA WS, 7 UAE 2 %% B IGMPiT f ik 2%, 2 W& REN A
B 2 @ S Y R R R T, AT E B B 2 IR R R RO . AT R A TR
IGMP it T £ 1) 25 (1A S S 50

HNRE RIS ABEHE>>IGMPTNT>>E M EE &

IGMPIITEiEEE S

VLAN ID ( 1-4004 )
E=HEEE - G0 Fl (10-300 )
EEul

EAERATE] 10 Bl 1-257

ERE=EECRR 192.168.0.1 (&35 : 192.168.0.1)
|GM PR EE=EFIZ=
I VLAN ID EnHiERE EIIARETE] ERERIEIEIP

FEAZ.
(2o | (== ] (e | [ =sn |

EEEENE 0

8-8 MMIAFACE
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e

>

>

R

HA 4
IGMPAT T & SR E
VLAN ID: B N7 2R sh B SR ERTVLAN 1D
E W EIRE: By N2 V) D) R P 1A 7 1 4 2 42 U T oG i 1) A 08388 25 0 R S
B K JSZE ] B N R S 5 K R ) 7 B
A ERIRSCEIP: fan N\ H A AR ST IPHBAE o
IGMPHT T & H 351R

7 IGMP T 25 1) 45 1 TR B S 4

8.1.6 Profilefit &
G A BN E R S A AR bk B
HBARERFEE: HAIBEHE>>SIGMPiT>>ProfileBit B

ZIZEIGMP Profile

Profile ID {1-999 )
Bz
i=5WH i @ fEE
ETEE
sFes. =z v
IGMP Profile £8
e Profile ID =t #EEL =i
1 i r-) =45
(== ) (m=) (38
=0

{raTLl s EprofileddIPTEEL.
K 8-9 fil&Profile

FHI A

BIEIGMP Profile

Profile ID: #i N\ Profile ID, [X[f]~1-999,
R fit & ZProfile i 3 A =,

o RV AGAMMILE T I IEHIE TGS, A AbBRAH RO
o JEZf: JUACERZH Bk AN A T 8 I v Rl A AR R S
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W

v

IGMP Profilefg &

IEFEIGMP ProfilefE 2w~ AL, w] LLES B PR A4k 31 B 75 1 2%
H.

o 2ffl: B/RAIHIGMP Profilefs E..

e Profile ID: iy ANERE % H 7 & ¥Profile ID.

priiti= 8 ‘r)i% JE ] LA BR Profile 2% H -
Profile ID: B RProfile ID.
R S oRProfile )i R .
45 & v 1 SR YHTYRE T iZProfileff) H .
BAE: m<gmiE>te e AProfileds il BAR L JE A 7 bk, i F s
Profile £
Profile 1D : 1
Ear
& ) v
EhnIPEE
EoEstehl (#8h : 225.0.01) =
ettt - (#E%% : 225.0.0.1)
IFFEE
HE === oeatteht =
FHERE.
| = | [ me | [ 5@ | | =& |
8-10 AProfileds izt i 40 4% kit
HAr4H:
Profilef&=
Profile ID: . 7xProfile ID.
B EeizProfile i JERE L, TR A EARL
% inIPYE B
Foin bk ot e hE B R A H AR IP L
gER bk SRk e hE B ) 25 SR FRIP AL
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> IPTaHE
e R 3% J5 AT DA B 1P Lk By 4% H
Fg: EoRIPHERE B 7415
FoiE bk WoRIPHURE B AR dn H AR 1P L
LZEWR AL BIRIPHISE R (1 45 R LR 1P Hu AL

8.1.7 Profile4{ €
AT KRB B v 1 S Profileff AT 96 e, i B JE ThRE AL
HARERTEE: AIBEHE>>IGMPHIF>>Profile4iE

Profile S&7n EE B =
UNIT : 1 LAGS

iz W Profile ID { 1-999 ) BAAEEH imHEEfE LAG

| | | | v
1701 1024 == LAG 1
17072 1024 == -
17073 1024 == -
170/4 1024 == -
17075 1024 == -
170/6 1024 == -
11077 1024 == -
17078 1024 == -
170/a 1024 == -
10410 1024 == -
11011 1024 == -
100412 1024 == -
10013 1024 == -
170014 1024 == -
105 1024 == — -
| @ | | &= | | =8 |
fra= g
A ProfiledtE iR B TR R EIPT &,
8-11 Profile4} &
% B
> Profile 5 KXIMAEE B 2

UNIT: RIZUNIT 1D £ 45 2 A P LBAT I & .

pri2 33 R 2% F L B o D BRI IE ThRE, AT ik,

A BRSNS
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Profile ID: Tic B it 145 52 [ Profile 4 3% ity e 14
BAIMANHEH : et 1 s 11 AT DA BB K AR A H
Vi A - 2 BTN 239 2 80 20k B e KL L B0, an R B I E £ 1)
HIRM, ZHHUEATHIBE.
o EF: ANHIMNHHIAFEA.
o Brff: wnlUMNE AR, FHokim O M w7 SN 4L I% 4LIP
Huhk e /N ARG RS R
LAG: R 2417 B @ L SR .
B TH Bt 4552 [rProfile .
EE:
Profile%f & 1% & xt i S 4 & IPF A %K.
fic & S0 R
SR | BE i
1 | fEProfile DR . EABEHESSIGMPT>>ProfileBd B viTh, €)%

Profile - B 437G ik

2 | e E i R AR R

Dk lE. EABEES>SIGMPEIT>>Profile g @ i, AlE
5t 1 5 Profile4p i€ .
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8.1.8 ;X Gt
TEARTL A A A A b1 5ot L A B IR EE S, T HREM % HIGMPH L.
EATER A HBSE>SIGMPHIF>>H X4

SRR
=TRIE - © 28 O =8
i23r
RIFFEER - 300 Bl 3-300)
IGMPIE=CFiT
UMNIT : 1
=0 TR g (Vi) BEET(V2)  BEET V) =R HIRIEY
1701 0 0 0 0 0 0
172 0 0 0 0 0 0
17073 0 0 0 0 0 0
17074 0 0 0 0 0 0
1ars 0 0 0 0 0 0
100G 0 0 0 0 0 0
1077 0 0 0 0 0 0
108 0 0 0 0 0 0
17079 0 0 0 0 0 0
140010 0 0 0 0 0 0
1/0/11 0 0 0 0 0 0
10012 0 0 0 0 0 0
10013 0 0 0 0 0 0
1/0/14 0 0 0 0 0 0
1/0/15 0 0 0 0 0 0 -
(&= | (& | [ =n ]
K 8-12 K 4Giit
% B
> B3R
H 3% - BT S BRI TR .
Fill 3 B B - S E SR ) 3
> IGMP#RX4tit
WO BRI N S
BEHMRL: 3N i BRI A A R S I E E
WEWL(VL): SR T B FIGMPVLR A5 RS I3 H &
WEWL(V2): SR U RN IGMPV2IR S SC 3 H -
WEMIL(VI): SR TR B NIGMPV3R 45 RS I3 H «
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BIFIRC R B i B TR SR
BRI R B RS R
8.1.9 IGMP it I Th RE £ Y 3 F
> HAMFR

Y IEVRIE L B R A R LR B, AR B I A ML S R B B P A R P B
B2 WAN DS 4EJRAHE; LAN D58 #MUME, Hilid VLANS # Kk Bk

THAL: w0 3 S A esAHZE, HiEidh VLANS #5845, w0 4 587 A MiE, Hidid VLAN4
HRBEAE, w05 57 BAHE, Hilid VLANSG # Kk HdE .

R A: 532U D 4 1.
HF B: 5L - 5 A%,
fic & 204 VLAN, fF 7 A FH P B @i 4l4% VLAN U 75

>  HAME
J -
AR
_ A2
VLANG
HFA HFB '
> WESE
B B AT AL«
W | BE L
1 | 6 VLAN 7 VLAN>>802.1Q VLAN Zjfight, A% VLANS. 4.5, JF VLAN3
IR 5 N4 7% VLAN”
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PR] | B L]

2 | B 7 VLAN>>802.1Q VLAN IhfEAt.

o B 1 3 A 128 A0 0y GENERAL, HEHUN TAG, FHinA
VLAN3. 4. 511,

Bo B 4 [ 2880 GENERAL, H I UNTAG, FEinA
VLAN3. 4 1,

Fe B i 1 5 1 112878 GENERAL, H ] UNTAG, FHA
VLAN3. 5 1,

3 | B IGMG iy B EE>>IGMP MHr>>FEAEE T, 8 H IGMP il g .

HEHBEHESSIGMP fiir>>i OB i, SHmE 3. 4. 5 1)
IGMP il ZhaE .

4 | J5H4HE VLAN EHIBEESSIGMP il >>H$#% VLAN TH, B 413 VLAN, JF
fid B 41 4% VLAN 1] VLAN ID A4 3, H'eSHd U FHERME

5 | W& 4 VLAN EHIBEHES>>SIGMP T >>FEAE B 1111, “IGMP il {5 274k, “B2
Ja R 7S 3. 4. 5, “CV 8 A VLAN &R N 3.

8.2 MLD fiiHy

>  MLD iR

MLD (Multicast Listener Discovery, ZHIEWiNr KB WIFEITE ZZM%E, MFTE R IPv6
YRR A AL IR B 28 A E ML R AL . JEIE MLD iU L], SR 1Pve 24 A ik i
HRAFEEREN, MAZEED VLAN i i L 1Pve ZH 174 i B ok G g A 44
XL E N B AR KR . MLD IWF7E IPV6 4% (/E 5 IGMP 5T 7E IPvA 4% AL

AT F NS B 2% 2 (B A8 5 MLD #5538, BREFHFE(S B I Big s . 438 3L r
FIEHLAEE H 28 & BRI SC (MLD Report) I, A2 b UEHE Z 0 I N HIE bR b 2438 #el
W B EHL R %M B PR S (MLD Done) B, =84 Hl 2 & 1% % b 10 HE € 41 7 0 4] <
(Multicast-Address-Specific Query), b HE FHLFHEEZARE, WEERR SR, HZHML
WASBUEAT EHLR BN, AZ AT A 2 AR b S TP B . % ds 2 E R & 4R S (MLD
Query), MBI IR SCG, dnSFRAE— & AR A BE P BE R EHLR RS R0, (%0 1
HFEFR IR

>  MLD il A&
1. MLD ¥R

EHIHIC (MLD Queries): H MLD s &, 4 Al &R (General Queries) FlfFE 4
4R (Multicast-Address-Specific Queries, MASQS).

WEWIL (MLD Reports): HEHAL, HLEHAEFEIMATE—HIFHE X MLD iR AT
Wi 7 B 72 A H bR S

BEFFHIC (MLD Done Messages): TEHLE T IPv6 4LIEALAS £ K IE B IR, LUBAN IPv6 4%
H# H OB T HEAHRA.
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2. ST B RE G 1

B 0 (Router Port): A #A i i 5 1) i pH 2% 10 3 R P B Eh 25 0 1

BERA B H (Member Port): A Al i e i 5 1) 242 B3 0 1 s 11 B DAy s 0 i 11

3. MKER

B 233 O 4LEA] (Router Port Aging Time): IXEHIAIN,  dn A8 #e L i% A5 M i 28 i 1 3220
BT, ML s 1 MK %3 T 210 26 BN RS . BROAI ] 260 5.

R R o O ZALRT Rl (Member port aging time): X B[], 40 SRS B p L% A M 5 i 1 F S0 241
TR, AteR i LN MLD 23 sk 2 HFUIMER . BRI 18]y 260 #5.

EHERRAEIRRE (General Query Interval): 41L& % i 8% 3% 38 ) A v ST (1 i a] 1) B

KR A WIAME (Last Listener Query Interval): 58 b A& 06 4% & 20 2 w4 ST (I a] 17 B o

K HIBAEBHEL (Last Listener Query Count): 54— IPv6 4141 Jy Ak F] MLD Report
WSCTT AT, 2% % 88 RO e 4 A R SC I AN 4.

>  MLD ffFr i TAES 2
1. BRI

MLD 25 1) 6 FH 75 72 B 1) AR 3 ) B % 8 FH 2 1S (MLD General Query message), PAET 1% M)
BN A WRLE 1Pv6 2R A A 0 o A LI RE F B R SCIG , 2 e ST ) e R e BT ZE VLAN
(A Hopt 6, ot Bl DEAH RIS . an R eiioom AN 2 O A B8 th a8 om 11, PR i
PR I AIER,  JF 8 F S B 28w O B2 A TR] s QSRR O BE FH a1, ) B 42 3 B A% K 48 i
FH A ]

2. HARARMS

WL BN I — 2H 1 2H B X B A AR R AT A R, 2 Rk R B Ok R R RS (MLD
Report message). ZZ#HLILE] MLD i 5 )G, 24 e SCd it B0 )3 H BT /e VLAN (125
avuny VR 2, RIS MOZAR ST B BB I N A AR 2 il SR AH 49 M kb o 97 ) 2 R A
fEAE, WEHrEHRRA K H o FERHZIR LA SO B AL SR 28 i s o 1, T
BN B AFFA I FE R AR, I8 P Zam DR 5L AR [a) s W R O QA7 4%
KAV, T e R A i 2 A TR

3. HUABTT
HFEHLETF IPve HIFAR, £K1% MLD &7 (MLD Done message), VLA I% S H 25 5
ORI T AR

B SR P BT HR SC R 3 T AE ) VLAN A TH R PR T IhRE, SSHMLEIR R BT IR0, =i
i R IERE B AW SC (MASQs),  DAIIZ 3 11N 52 I8 [ — DM HAE A R R A AE . REEd
B SCHY AL AN bR AN A IE AN A PP G, SR f DR L 1) PAY skt s 1 0 WA 38 T L PR 4 7
WAL, AZHAU 2R M AR AL AL R 53R R, JFRF BT OCE L % VLAN AT (1 #
H s A %

MLD f5iWr24E IPv6 ISATHE )2 bl LR . SCHAUIFR T MLD i DhaEZ e, 1Pve
AR EEAs A 2 WAy AT BBl 10— R 8 LA R 25, A2 AEIXAS VLAN [ BT s LR
o, D M2 T R R . MLD T ALEIR ] 1Pv6 ZH 17k 42 i 4 SORA2 i 2 B B I 1 e K
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8.2.1 EAME
17T ULZE L LB B MLD fU07 19 4 R Sh RS FI 25 B MLD f07 10 3 A .
ARE R HIRSE>>MLD fi>>% AR E

R

2

>

=EEE
MLD{EAR -
Reportiz>dis :
FEEEEEOETE
REREECIRTE :

ERENTREEEEE

B ElTREREEIRE

MLD{EIFEE
Bt
EEAEL

EEEVLAN

BR * 2E

* w5 EF

BA ® ZE
300 Fl ( 60-600 , 3008 f2ar
260 # ( 60-600 , #EFF260%0 )
1 Fl(1-5)
2 r1-5)

RES
(e | (== |

H=

ETEE E[=H. VIANZIEER | MLDMITTEEER.

<HA:
EREE
MLD 517
RAETERL :

Report ##3CHlIfH:

B8 £ i 1 B T«

P57 ¥ 11 B D

K 8-13 AN E

P2 15 7 FIAZHAIL) MLD it Zhige -
MR B LR AR R ARSI AL BT 7%, 75 B4R i RE MLD fitHr Zh
fE.

EFRBITE Report #iCHIHI ThRE, WRIF R 1ZIh6e, TR € 2%
H P — Report R SCK &AL B 2% 1, # T kI Report 3¢
BEd], AR Bhdsis 0. Report R CHIHIThEEA BT kb
W 2% Hh MLD #diE £ F i &

FEFI BN TE) P, 0 SR AL AT A H 25 3 12O B B4R 0L, A
IR 43 R R

FEFTBEI ] P, G RAZ HL AT B i 57 i 11 A3 R A 7 AR
FUA 2R 0 R
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B Ja W YT AR R 9 18]
(8

B Ja B B R B H IR
%[:
> MLD i B

iR

ﬁEj'!'\:

8.2.2 ¥w HACE

b N ¢ S M T S A DD R NS ) o 22 2L R L VA A ZE R Rl i 1
W 2 i U A v M) RS A 3K A 5 AL A A R SRS A 1 I8 A A A AR

A

TN

AN
=~

=
S o

Ja MW B A B R AR A B He A 4LRR A 5 i 1, ORE
FIEZR B RE AL B W R SORS B A 73 I AT AL Rk 53

7R MLD Ao Wy 114 Pic & 0

TR N T B IR A

76 W T AT AR B B2 B v 1 MLD i B B RN s 55 R T BE .
FARER G ABEH>>MLD filr>>iE DR E

E=ENEE
UNIT : 1 LAGS
g = MLD{DT HEETTIEE LAG
L L
1/0/1 Eg=s > LAG 1
12 == ==
13 == ==
1/0/4 =5 =5
10/5 =5 =5
170/ == ==
10T E=d=] ==
10/ =5 =5
109 =5 =5
10010 =23 =5
110011 =H =5
10012 =gz Z®H
10013 Egiss £
10014 =23 =5
110015 =m == -
| 2 | [ & | [ =& |
K 8-14 Ikl E
% H A
> WHOEE
UNIT: ERE—AS UNIT S s 5,
priiti 4 A% B L E i 1 MLD T Thag, Tk,

127



=EMERZEN H

WHS: IR A AL 3 S
MLD Wy ez LA 75 5 MLD il DI fE .«
PRIE B T I RE - L 3 ShPE BT hae e, SZHA S MLD BT ROC, Lk

2 AL FR AL B -

LAG: R F AT F e F R A .

8.2.3 VLANECE

MLD At Wy B g 57 Al FE 2 2 5 T VLAN ) #5380, AE R VLAN 1T BLE BEANF) MLD 241, AL

FH 11 & &4 VLAN [f] MLD /i lr 5.
HENTRE A HIBSHESSMLD fiIF>>VLAN BRE
VLANEIE

mEsEOmE: o | #:(0, 60-600, HEFE3008:)
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EmEOsnE: 0] #:(0. 60-600. #EE2B08)
BEEEED:
LNIT = 1| LAGS
N o T s R T e e e S i R S e i e e
LR Ls LT ILe 3]sl ATIe 2232527 2831331 [35] [37) [38][41] [43] [45] [47]
Mssmamn Mlaemen Drgesn
VLANFIZE
e vLANIDEEEB%;DﬁE‘f;DW BamaEa SsEEEED e
SR,
ENpE3EEED
j3=H
SmIEV ANSIEEEERT | MRS,
K& 8-15 VLAN fit &
ZHAH:
> VLANEE
VLAN ID: IH'5 JA F MLD T Zh#EE ) VLAN ID.
% EH 28 B TE] . TEFT AT Y, dn SRAZ LV A S E 28 i R B & 4l ST, Bl
I NZ I g o R 2. HEFFE 300 #5
R S s ] - FEFT LI TR, U A LT3 AR B 3 1 e U B3R A5 35T, mliA
NAZ R A i . HERE 260 FP .
BAKHwOD: HEHSIE NS D, £HTFHiMaErmgsh,
> VLAN %
Pt Ak B E VLAN 2%, 1k,
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VLAN ID: 7% VLAN ID.
B H B8 v 1 BN ] - 7R VLAN 1% B 25 i T[] o
F3 S ¥ I I A SR VLAN (19 B 7 3t 11 B[]
B AR . IR VLAN (s i e 2 11 o
BB AR E R VLAN (13l % i 38 1 .
BAE: S A2 B AT AR R AE
HE:

LA 4% VLAN T 6 B B, A TR L B # R

MBI

B’ | BiE BEE

1 | J&H MLD {iiHr Zhag

Wk ERIE. EABEHESSMLD Mr>>EARLE . WmORE R
T, A A HAL) MLD A5t D se A3 115 MLD Dty Zhsg -

2 | 28 VLAN (4B 5

Tl L fE

Al ERIE. EHBEESSMLD MF>>VLAN & 7m, N
ML & VLAN it B HIES K.
BAREHAFESEIN VLAN, RREAEZ VLAN W E MLD
AB241% VLAN H B 5 2 1%

8.2.4 #H#& VLAN

WAL G AR AR R TT, AT AFE VLAN B IR — AR AR, A3k as e N
AMLEFCE 1) VLAN B 8k — I B . XA R S %72, IR%R T REMIAT %
O B ZH A% VLAN, AT DU R R v 13 18] 81 8 A8 L v 1IN 220 4% VLAN o, R[] VLAN
W PR — AN 3% VLAN BRI 18508, H% 50 e 43 VLAN b T /&4, 148 1
B o[RBT B T-413% VLAN 53558 ) VLAN 524005, 224 fas b #5158 DLRIIE .

it B 2% VLAN 27, 7%7E 802.1Q VLAN IhAgkbHisehi E—/ VLAN {E 41 VLAN, F#H
LR I VLAN H . 2045 VLAN JE TS, 75 VLAN S80I H Oy H e VLAN B E A E S5

Bk, BN R EEEAS BN B4R VLAN LA HE VLAN # K .

HARER G E: AIBEHEH>>MLD Ir>>43% VLAN
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SHEEVLAN

EEVLAN :
VLAM 1D :
FREERECEHE :
AERECEE :

AEEiRERREL
UNIT : 1| LAGS

BA ' EE
] 200 =
B ] #(0, 60600, #EI00E)

B | #(0, 60600, #2608

P 2 2 T e P 1 A A [

KRN R4 ORI R R EA S o e BN e e EA BN e 24

BaiEmsEEl
UNIT: [1] LAGS

P 2 2 T e P 1 A A [

KRN R4 ORI R R EA S o e BN e e EA BN e 24

T smremn Do U lrmesn

HE:

1. BIETEEBVLANE | FrEfIMLDIE TSI EEBVLANARRE,
2. PEVIANEENE=mEfERVIANEEES | SBVIANTEEIERET.

FHIA:
> 4 VLAN

ZH#% VLAN:

VLAN ID:

8% o 45 i 11 T«

P57 3 11 B A
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T D
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3) Mgt WA /DE N FER ER P Hibk, KEBEVIEAFEER IP bk 7K.
> DHCP RZZFEAA Bl L SZBL
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152



=EMERZEN H

> IP it E S A EC

MAZHHLECE T DHCP A&7 DR MM 4 ik 2 20 1P Huhbis, B ik 1P Huht 52 7 Rd S8 IP
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DHCP JIi45 52 i 045 DHCP FR&4S2. il B . Hag0sE . SR ARG 1M B Ui
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.
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WIERAERE . | 1 XU R A T b o Dy — i 2 75 LR RN () SR B VF 2 4T Fliot s KR 2 45
R AT BLRR 3 1 _E SR VRIS 3R E R/, Bk id i B NREE, Kok EFFE
R R ) 3k, B RS RGBT ORAIE R 45 1) 1 38 AT
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IP Y54 D e A& A M UARYE DU 7o 5 2% H OB i 1P G AT Rl 08, AR B0 ELAH ¢ - B 5 DY o 4%
FERVIEWIEHEE, RSB 98 SR AR &

HATER T E: W24 >>IP JEEFF>>IP ERH
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PRGBS
UNIT: 1
e =] [Dapiaesis] LAG
L
1/0/1 =
1/0i2 =E
1/0/3 =
1/0/4 =
1/0/5 2=
110/ =
107 =
1/0/8 =
1/0/9 =
11010 =
1011 EFE
110012 =
110013 =
1/0/14 =
11015 =3z -
(22 | (== ] [ == |
jE3=%

LAGELAsE=RIFEETT

FHITA:
> IPEBPEE
bt

Ly

Yy
DiE7aE 2ith

LAG:

13.5 DoS Bi#®

Eia

K 13-18 IP Y[

/A e vty 1 Fic B ot 1 B4 |P YR P Shiae, w2k,

SR A WAL 5 S

1 B i R B 4 287

® ZEF. ZEMIE I IP IR ThRE.

® SIP: HACFRJE IP bk Al O 554 DU e 4 e (s B B 4.

® SIP+MAC: HAbHRE IP Hukik. Y5 MAC Huhik Fidi F1349 454 DUt
4R E 15 B E

R 2T TR R A

DoS (Denial of Service, fE£Mk35) Bradiie #5 Bl & A 25 PhSCSERL B , AR RS 0 S 1)
BRI, A H AR THSAL BRI 48 ToiE SR A IR 10 Al 55 BB U7 1) 5 A 35t
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DoS A iR AR B a0 T -

1) FORRSASMITIIE, QIEMATE, WIFRGET AR, TR fOVFRER . RS
BTN RAR L, B S o

2) T AN R IO ET CPU A3, R E RIS 2, 2FBcHIL CPU
AL ETF, iR IEH T,

A HN BT T 1P Bli L, oMl (b (ke e 7B, IFHIBTE BT 5 DoS Budi St B I RFIE -

XTAREREIR G, CHENHEREF, e TREIERERE, hTRELKTRSSREE

WU, S MLAT LA e A B AT B . A XS AL BE RS BT (1) DoS Braifh e ansk 13-1 frr.

DoSHK KA B ARrAE
] HFR ENLRE AR IE I SYNAL,  HCIPEHLIEFT H ) ik 4R
Land Attack B E N H R ENLA P, X AT Bl s AL A S

B O ERMFEASEIEA, MIMRKREE LR T RGERE.

TCPHrEAMISYN. FING# B 1R EHEE . BT SYNFREH R
Scan SYNFIN EFERT, FINARE H R R R K i O 58 O IE AT 5515 R R &R, ATbA
SYN/FINE & & AEER AR, ARAZHALEENE I 2R+

Xmascan TCPJ¥5 & 50, FIN. URG. PSHfZ&E N1EiEHL.
TCPF5 & N0, FraiEsi 8 NOEdRE. EIEHWKTCPZES L

NULL Scan KA AR, NS BT E AL ORI, BN
E|ERIEE/ R

SYN sPort less 1024 TCP SYN#rENM B, JHu H/NT1024 1504 4 .

BB R LAYE s 4T H B 0 HURGE 7. Xy 7 R T
Land Attack, #¢B EHLE 208 B S8 EEE R RS T
FIFHPing # X &, BREBENEWRRS, ETZRAEANEERN S
EREAE

FEMBATHAT — IR ETCPIER:, #aF — A= IREF L,

MTCP-SYN Flood R #HATHIN AP IR, RSS  1E— i 0] N S5
RITASKIHE .. HT— GRS ATHTCPER AR, wRK
7 RIE KB SGERAE R, WS T TCPERZA T K 2 IR L fH 2,
ARG TR AT A T 2R R B, ETR IR IE R M RS, MM
FFE A AR5 .

FIFERAE 2G0T, B HBS EVKITCP 13935 11 (NetBIOS) Ki%k
winNuke Acctack B, T FEWLSRER. ETEFMHMETCPEFHIURG (Urgent
Pointer, 'X2f54l), HIRFAMNEIERFAREIEF X —irE.

F 13-1 AAZHALSCHRER) DoS B Fhds
TEBE DT T R AT DR 4 S B 75 2L B A 3& 1 DoS B S .
HANRHE KT MEZ4E>>DoS Bif>>DoS Bif

Blat Attack

Ping Flooding

SYN/SYN-ACK Flooding
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=REEE
DoSH=EsHF BF Y EE
WEiArTIE=E
= gt
Land Atfack
Scan SYMNFIN
Xmascan
MULL Scan
SYMN sPort less 1024
Blat Attack
Ping Flooding
Lze | [ 8= | =8 |
K] 13-19 DoS B~
B4
> ZREE
DoS &R : R B HAZ LT DoS BiirThhe .
> BB sIR
g /A)i% fa AR R DoS Bt
iEakyitl WRPI R,

LA

A LA LLUT Z 77 B At DoS R #ATH ¥, U#—FRIEN &L 4.

1) "EABIZGRR, RHZRZH5TEF, S TEECREATMTEEGIH.
2) TEAMBEER, ThERAGNWEIR, £ - LRLERNERS.

3) MABUEGKBENEZAREREWEN L LK.

13.6 802.1X iAiE

802.1X M2 IEEE802 LAN/WAN Z5 51208 1 fif 1R Jo 28 Je 3k ) 19 2% 22 4 [l it 1T o J SRz sl A
A JR IR it 1 R — AN e N L 2 P T DR I R, = S T i e DA I P A E 22 4 7 T )
o R, SR X 2 N 5 P i 11 3K — 2 %t TR N PR 44 AT AR A 1

ASZHALAT EAAE D — AL R GERIS 2% P T LT IR . A 1 L P B 4% n SR g
LA AL, R LAY 1) J 38k P K B0 An RN RSB A B LA, W9k U7 1 =5 38k ) ) 5%

1
///E\ o
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>

802.1X kR &5

802.1X [ R Gt &K FH BL AL ] Client/Server 1K K451, AFE=A524k, 1P 13-20 AiR.

1)

2)

3)

>

LAN/WLAN

WA WAERR %2

o8 : Qa8
Qe aa

& 13-20 802.1X AERIR R 454
B MR AN SR, 2B TR, R s R P s AR 802.1X TAIE, FEHIE
vt FATIANIE . 2P i AE AN S F 802.1X AIIE I F 485 4 4%
B JEE ONSCRE 802.1X WML 4%, AT IHML, N i R N\ Rk i B
B I, FEXE P it T IAE .
INEAR 528 N um R (AR IR 55 OS24k, il U B RADIUS iR 4% %% K S B IE IR 55 2%
FIERIZA TN RS . 1ZHRSS 28 7T IEAE R P im A S5 2, RSBl & P i M UGE AR AL A
THIEMERG IR E, TN E B — NS AMERS 25 . 2 E N IEARSS % H B,
FAAEIR S5 28 7 DL B AE RS 28 10 T4, fRIENERGERIFRE .

802.1X \UE TAEHLH

IEEE 802.1X AilF 2 4i1# | EAP (Extensible Authentication Protocol, TJ# @ IETr) Kszil %
P B i A E AR 55 2% 2 BAUEAS B 28 4

1)
2)

3)

>

TER P 5% & i 2 (8], EAP Wk SCfdi ] EAPOL B 25443, BE&AZF T LAN 5,

TER 5 RADIUS k45 2 0], 0] DM FH R 7 ACRAZ B B . —Fl2& EAP R SCE
EAPOR (EAP over RADIUS) 344% 27k 3 T- RADIUS Whil s 73 —Fii B & uin 28 45 EAP 1)
WIRSC, A5 PAP(Password Authentication Protocol, 23 56iE HiX ) 5k CHAP(Challenge
Handshake Authentication Protocol, Fiif4EF-3uiuk i) J&1HHIHR 5 RADIUS k%5 #3217
NI

BRI ERS, YIEIRSS S0 H A S BALih 4 B im, & iin 4l RADIUS s
#HFE~ (Accept B( Reject) e 5245 0 I I AUAEFRZ AR A o

802.1X ANEiT &2

WAE FE AT DL i R3S, AT DL S A& i A . — 7 TH 24 B A& a0 2045 R 285 VGiE i
FUEF P, wie: B3R % b k1% EAP-Request/Identity IR0, REINIE: 75— J5 0% 7 b6 A]

8

T s R A 1) 1 2% B A% EAPOL-Start 30, AR IAIE

802.1X KRG Fr EAP gk 7 =0 EAP #4577 0 5ty RADIUS AR5 #348 B8 ONIE. PA R T
PR E 7 R FE R, # AR i T B R R A N .
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1.

EAP thak 7 =

EAP 14k 7720/ IEEE 802.1X Fr#ERUE M, ¥ EAP (¥ EINIEWIO AFAER emZ i,
EAP over RADIUS, LMEH R INIET GRS BRI N2 BB VR RSS45. —Bckil, EAP 4k
77 N RADIUS R4S 2857 FF EAP J&1: EAP-Message Il Message-Authenticator. 432l %
i EAP 4k 5 R E EAP-MD5, EAP-MDS5 A FE A2 W& 13-21 fix.

1)

2)

3)

4)

5)

6)

7

‘ HI P13 | EAP f:c'mmi EAP UL Ml 4522 |

EAPOL-Start

EAP-Request/identity

EAP-Responsefldentity
e

RADIUS-Access-Regquest _

-

RADIUS-Access-Challenge
il
EAP-Request el

will
-

EAP-Response

> RADIUS-Access-Reguest o

RADIUS-Access-Accept

—1
EAP-Success -

—y
-

13-21 EAP-MD5 i

M P U R 48 TR T IF 802.1X & P LT, WA CEHIE. Bl P AR, K

EIERAER (EAPOL-Start #3000« MU, 75 P i 4 & H 5 SR UAIE B4R S0 45 e o, THA6 B

F— ML 2.

WA W BE SR UGER BRI, Rkt — MR (EAP-Request/Identity #30) 2R P
%5 P oA 7 AR A P 4

B v R e . U % v A BIE SR, K P S BaE i i E il (EAP-Response/ldentity i 30
TR L BE Ui o 9% T K 2 - il 3% 1) A it 2 3 3G b 2 5 (RADIUS Access-Request i 30)

IR IE R S5 28 3T Ab 3

RADIUS R4 #8325 B, Bzds B 5EAREER A - a=0, $R3
ZH AR R RS S, FBEALAE B — AN I3 R e AT I AR ], [RIIRE H 1h hn % a8
i¥ RADIUS Access-Challenge 30 KI5 45 W&, B & i i R 5 T AT o

&P AR PR R R A I AR R I - (EAP-Request/MD5 Challenge #.30) J&, HiZin#&
X B AT 0 2 A 3 Lt M o 8% S92 08 i 2 AN eT 1Y), A2 | EAP-Response/MD5 Challenge
W30, Rl R AR RS R

RADIUS %5 23K e 21 B SN i 21545 & (RADIUS Access-Request 17 30) FlAs i 2 i hn 2%
BE G RS BT X b, W R ARE, WA PO EER -, AR B S
(RADIUS Access-Accept # U Fll EAP-Success #§30).

WA RV IE @ W 25 R o 1 ORI BCIRAS, v A R i o 07 i) X 4% . FERB ], &
Uity 22 3 3 [ 7 i o W ACE IR FARCSCHI T, A P BIFEZRIE SLEE AT IR . SRR IE LR, BRI
P& F 1 RICHAFA RN 7 om N, Wt ib i T4, Bk P By TR R 2R 1%
RIS
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8) %/t n LUKiE EAPOL-Logoff #3Ce4n ek, FRNZRFL, Baimitin RS AR

2. EAP %4457

EAP 24577 0K EAP R OCAIE 15 % bin £ 45 JF i 3] RADIUS i 3CH, Rl PR RADIUS #h3 5 A
WE. AR . WS RADIUS RS %8 2 (8] 0] LR PAP 803 CHAP AIE 77k . ARAZHALSL
FEf) EAP 24577502 PAP, PAP YUIEITFEuE 13-22 Fix.

EAP RADIUS |

H T 3 AL AL e 5525 ‘

EAPOL-Start

EAP-Request/|dentity

-

EAP-Response/ldentity

EAP-Reguest

—1"
-

EAP-Response

t ol

RADIUS-Access-Request -

-

RADIUS-Access-Accept

il
EAP-Success -

A

K 13-22 PAP \iEiT &

75 PAP By, A 7 L5 BT g, SRISIEH 44 BENUINEE 5= A2 7 s g Ja i
A5 B R VLIRSS AT AR IR AL 3, T 7E EAP-MD5 #Erb,  BENLINE T AR AR
o, SZHHLA BITHEVAESE BAROCE R R e A

>  802.1X ERH

802.1X MEFEH &R Bh Z A e iy 25 AIsHlE AN 7. 4% PA . RADIUS AR5 482 (A1 3E T & 8

BIFERAZH .. R 802.1X ER 28 R FA LT —=Fh:

1) B AR e A ST HNL AR i K ER G, SN E e i 2y, A E R A
WERIRK N, ZHHBAE RN i m N, A2 BB R 2% .

2) AIEAREG AR B 88 : AL FAEAR S 28 K& G, R HALE B E R 48, H1EiZ%E
i 28 BB I, AL WEGEAR 55 25 HOm N, 22 b B R A E TS SRS

3) BEREREE: XTH P ERIGLLE, A2 HpUS E B — B A GZA R iR e 25 i ), 75
BRI, SHHLIAFA R Z A P RS K .

» Guest VLAN

Guest VLAN ZhE ok 50 ¥ @ i DA IE B9 7 U n) 5 26 i R .

F PGS R8T 802.1X IAEZ A J& T — M54 VLAN (Bl Guest VLAN), H /' 1jiAi% VLAN

W R EAREFEYGE, (B ASBERS a) He MR YE, DIFRTHE, 305 IF Guest VLAN,

JHRT DAV ) H e ) R 4 5

P AT PATE Guest VLAN H3REX 802.1X & F i« FH2 & F i s AT e — 2 H P AR
R R ANEA T HPER P igel & & P iR AR AR 1K, S 80— i a) P g 10 B ITE & ik
UER, ARl 2401 % 0 i\ 2] Guest VLAN,
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FHJa 802.1X FPEIF IEHINC E Guest VLAN J&, a8 #pLin & F i & i% EAP-Request/Identity #3C
T 35 A LB 2% 7 i P (] 2R, 12 4% BB 2% 1 B R SR LB NN B Guest VLAN P BE
Guest VLAN 5 F 7 RS AUE HAAIER I, A8 RSO Hz0m 47542 B 7E Guest VLAN N 4 S IERL
I, 4 & Guest VLAN, JIABCE K VLAN . P R28)5, %6 %R [8] Guest VLAN A,

ASZHAL 802.1X NIE L) fiE (045 4 Rl B AN b 11 e B 1 IE B DI

13.6.1 £REE

74 R B ShBE VIR, AT LAJT S 45 802.1X PEThAE, 1 A HA IR (AIIE 771, % B Guest
VLAN Ll K 25 g I 85 R Bir 384> R 411 802.1X AR A%

HATER T E: MEE24e>>802.1X NE>>42 R E

=FEE
202.1XT08E : BE * =E
IAIEES, EAP v
EF . == ZE
s
Guest VLAN : BE ® =F
Guest VLAN 1D : [ 2-4094 )
iTEETORE : BE % EE
SRS
BEL BE v EE
BEETE Fl: ( 1-099
1% ==
EsEE 3 Z(19) EER
EFEHRGERT 3 Bl 1-9)

13-23 & RALE

FHAH:

> £REE
802.1X Tk PEFE TS 5 802.1X AIFTfE.
NN S W B 802.1X Y k.

o EAP: HF'im5 2l [Hi21T EAP Phil, EAP MR 2k
g, BZHUUREERLE S E R CF (W RADIUS), PAE %
TR % 1 X 4% B IE DR AR 55 4% -

o PAP: /i 5AZHHLZ s 4T EAP Th, ZZHAHLE EAP R
o e E (I RADIUS), 4% 7 GE S B4 ER
KRG

242



=EMERZEN H

BTN

Guest VLAN:

Guest VLAN ID:

THRTIRE:
> WIESHEE

BBk
FRERI K :

HERRIERHE:
7 S i L e«

13.6.2 ¥ N &

R R MBEF MR 42 TRl fe Rl % - i 5 50 4
PLEEBARAS o WAL A et 2 P I R PF AT 312, TR MR TR
MIIHE -

TS 2 Guest VLAN Ihfig.

5 J3 ] Guest VLAN /] VLAN ID. Guest VLAN i /2 a] B
17 45 52 1R I 4% R

W 1 R T S T RE .

WP A A BRI 25 o

HEFENAK. HP M IERWE, EFFERN R N A BB R —H P
] 802.1X IAiFiE K .

G YIRS B R AL K

SRS A LA AR 2 7 i ) L FR) e K S5 ARF IS TR] o 3 A2 HATLAE B0 3E I []
B W P s ) el 5, U R AR S

76 S G B DD RE T, AT AR 52 o 10 X 45 155 0, 158 s 11 1) 802.1X ThREHREE: .
HATER G MER4>>802.1X AE>>H OBCE

EOES
UNIT : 1
EE B0 W Guest VLAN E=EIER fic) Rz LAG
v A T
170 =5 =] =37 ETMAC [t -
1002 = E=s= =k ETMAC 2= —
13 =5 25 Ball ETMAC SE -
17004 = E=s= =k ETMAC 2= —
15 =5 25 =k ETMAC SE -
1006 = = =3 ETMAC 2= —
o = =5 =k ETMAC Bz —
108 = = =3 ETMAC 2= —
179 =5 EH =he) ETMAC SE -
11010 =5 =5 Bl ZTMAC =& -
1/0M1 =5 EH Ball ETMAC S -
11012 =5 =5 Bl ZTMAC =& -
T3 =5 EH Ball ETMAC S -
11014 = E=3= =37 ETMAC 2= —
1015 =5 EH BHall ETMAC (i - -
(=& ] (s | (== ) [ =8 ]
aFE

LAGELA2ESA02 1XI08E.

13-24 i HACE
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% HAH
> ImORE
priiti= 1 )R I, O E NG 0 802.1X IMIEIRAS, A Zik,
Wi H BRI 145
RE: PR Z 25 A A 802.1X WAk,
Guest VLAN: %% H 275 5 H Guest VLAN.
EHIEE PRIz L A .

o HZh: ¥mH i EHATINE,
o R CINIE: S AT ZEAUERT ] T[] 9 2%
o GRHIANIIE: i K I I .
FEl A PRI 1A 2R
o ST MAC: iZim IH IR AT A THENUAR T ZHAILE.
o JLF Port: iZ¥m FHERESEAN A B NIEE, e Ied

AEBI AT 3 ] R 25
AR TR I R BCIRES -
LAG: oI TR BVE SR AL

13.7 AAA

AAA JEINIE. BRI 3% (Authentication. Authorization. Accounting) =AM HRIfRIAR. T
BT U 1) A8 LB 3RS U5 R A PR I AT IE, 8 BB A U7 I AU FH - AT DLSR Ak A
MR 5%, A er s TEAEAS FH 9 2% BEUR I F P kAT 1 3 . BAR DI RER I

1. IAiE(Authentication): 36iFFH P& 75 AT LLIRTS U5 1) A PR 5
2. FAU(Authorization): FZBLFH 7 AT DL FH R AR 45 ;
3. it (Accounting): ici3 A X 4% 5 R A o

HostA HostB

7y i) P 4

RADIUS Il - 2%

TACACS+/x 45 #&

Fo A 2 41 1 55 2%

K 13-25 AAA Z#

13.7.1 &£REE
TESE U A6 AAA THEERET 4 RBc & .
HAREH T MERE>>AAS>SRRE
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=EEE
AAA : = B
EEEEEENR
{HEEEIE - =5
AAAELESIZ=
rics == = BEAENIE WA iERIZ=
default » default »
console default default
felnet default default
ssh default default
hitp default default
L2 | (&= | (= |
13-26 4Rl E
% H A A
> ZREE
AAA:; BT A 5K ] AAA Ty
> fFReEE AR
fERE 23 IR JE 3 P 3R A5 B URCRR
> AAARREFIR
R IR FH S N 7 V2551 32 R 43 24 R
BRHTBIIR: 2K FH 18 1 758K
WIIET ¥EF3ER : 2K FH N UE T V251 3%
13.7.2 FIEFR

R FVFRCE — M EE R EE RGN RS, R 2GR 5 AT LS SR el sl

FETE B SRR .

BEANTHE I T MBRE>>AAA>>TTIEFIR
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I ER =
AiEFI=E -

=R s |Login v

BHiE—: - v
F=h0
BE—: - v
mE=: = v
FiED - v
Logim b7 iERIZ=
EE hiEFlE= Hit— AiE— hiE= HiE
default local - - -
2 | (&= | (8 |
EnabletA iEAiEFIZ=
= sl iE— AES AES pajealt
default none - - -
(=) (=) (=) (3
13-27 NIESI R
B A4
> WIFEFIR
FiEFIRS: I NTTIEBN R AT
B FRAAL. RN ITETIR KA,
HiE— Bk 7% . None B AFHEIAE; local Fnfd FHAHIIIE; radius
Foon Al H FT A L B 471 RADIUS %5 #5iH 17301 ; tacacs Rnfil
Fi G i B 11 TACACS+IR %S 28 HE4T IAE
FE_IFEZ= ik T
J7i%0
> Login NEFEFIR
X B AT DAL B — N RS RN B S A He LI A P AT GIE . WS iEIE, SR A AR GIER A
FUE RS —A guest F AR . mT DAFE {5 RE A B 3R Hr 4 T P BOALRR S % 2E AR
> Enable INEFEF)R

i B AN 7B 2 20 i I (60 2 AT DA BT BRI
13.7.3 Dotlx %%

% U AT CABC B T 802.1X A B BRI 77512 .
BN E: WK LZ4E>>AAA>>Dot1x F)FR
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Dot1x tAMERERIZ=
Pz FIE=E e
default radius
B
Dotix HEAEFZ=
HE Flz=E e
default radius
(== | == |
13-28 ARSI
FHIA:
> Dotlx NMEHIEFIE
TiE— HIETTVE, R SR radius IS4
> Dotlx i HEFIR
TiE— HIETE, R SR radius IRE AR 4L

13.7.4 fR%3R4A

M 2525 2H 0] LS N 2 AN AR 558 1P AE R —AMAIESE , 240 LA S BRI B I 2545 2H (radius #11 tacacs ),
CEATAATAZ S, I BB RSS2 \P #12 E Shhn N B0 T ER A4 .

HARERI T MR ZE>>AAA>>RGHA

ENEREERE
fRERRE
2D
FREEEEEl: | RADIUS v
REEEr=
IR fREEeE EE=E=l BE
radius RADIUS e
tacacs TACACS+ B
(2 | (8 | = ]
13-29 Jr%# 4
FHEHNA:

> BIARSGERA
R 45254 BN SS SR
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R S5 ERRAY. PR 5525 IR
> RSFRAETIR
HHNMESR S SHSH.

13.7.5 RADIUS it &

RADIUS (Remote Authentication Dial-In User Service, i EIRS RS INIFIRSS 28 858
BHIRHAUE RS, HAMEAE XA MER, G4 BELL eS8, T Sea i
FTIE BBCRIT 9% . RADIUS it B 2 B8 UL T ok % B W45 HE RS 2 1S40, RAEVGIE R FEd
W AT .

HARER AT MER4E>>AAA>>RADIUS BLE

BESEE
FREEIP 0.0.0.0 (L 192.168.0.1)
HEZ=E:
ksl 1812 (1-65535)
EHD
itEEl: 1813 (1-65535)
EErin 2 (1-3)
22 O 5 F1-9)
BEEHE
iz BREsEIP HEEE WEE0  dEsD =erm SnmE
Eigh=,
(2 | (== | (e | (= |
& 13-30 RADIUS fii &
B
RERAICE
R IP: FNIRSS 250 1P bk
FLEEH. NN AR 55 2y SE 2 41
NEYR A AR 2% #%K F R 5 15
T3 . AR 45 28 R I S 15
BEERH: R 5 B B K AR IR
ARG T KNSRI TA]
>  JRERRFIFR

HREMMENRSG RS
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13.7.6 TACACS+EC B
AU A CATC B TACACS+ (B [ & NI R50).
FARER A WEZE>>AAA>STACACSHELE

BEREE
BEEEEIP 0.0.0.0 (BT 192.168.0.1)
AT 5 F(1-0)
_ N
HEFE:
= 49 (1-65535)
b
iz EE=P EETETE HEEE =0
iR,
Lo | (== | (8 | =5 |
13-31 TACACS+ii &
% HA
> RE[/EE
R42% IP: NS5 2810 1P Mk .
ARG T VT 1) s R B[]
TN 4 AT BN LA IR 55 23 SE 2 541
Vi TACACS+R %523 KX ) TCP i 15
> RERFIFE

ERMEERS RS

AE%:
o B4R M 802.1X Ak, A hfE 802.1X AET #k £ K.

® LAG P kB 802.1X k. wRImHU B2 T 802.1X, N A G EZ 5w 0 m \NRE4.

® IEMRSE B D F 27 JT B 802.1X 45, ELIR 48 Bl B S A6 5 O IR A8 B S

#ﬁo
W & D IR
BB | BfE YA
1| BEERS 4 kBRI RS, TEERSS S PR R A
(KI5 2T e ELAR RLIR P 44 AN A DA AIE -
2| AR A WL IERRAE o AR AL 2Ot P 802.1X & ) i 4K
i, H2AERIE S WS PAER— B P IR .
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T} | e i HH
3 | WHE 802.1X & /RS IR HERE . BRIAEIR, AL 802.1X & RThEe A, i
M2 4>>802.1X INIE>>2 BEE W ik B 2 RS H.
4 | EEINFIRS S5 Wik, EEHTHEELNIERS 3, HAEMNSKR
£>>AAA>>RADIUS Be & U1 13 B ik S 2 S50
5 | WEK&HO 802.1X ThAe ¥ | WikiflE . 157 ML 224>>802.1X A UE>>43 A B vl i T Al

A SI2 BRI 2% 45 01150 BB RS L% S 1) 802.1X T fie 28

[a] H 5
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$F14FE SNMP

> SNMP iR

SNMP (Simple Network Management Protocol, & #./MZ5 # M0 A& H AT UDP/IP 2% 51 3
BONTZ M, e T — N E FHE AR IR S AR B A . SNMP S5 R fij L, i
778, I HRE PR R R & B 22 57, SCHUN AN R & I B S GE L, TS 3] T T2 13
FRAISLH,  H AR Z BN 28 B R G AE G # 2 HE T SNMP 1.

SNMP [ KR w2 Bt i i, ABEA TR ZE R RN, MA S S HRZ M5, F7T
i . SNMP EA D Re (055 WA MY 28 R RE A 73 A 10X 28 Z2 B MG B 0 45 150 20 55 . (E 2% TR L
YERF, SNMP "Jsciigiih . FE MM EDIRE: P4 PRy, n] Sl & Ml was I A 5 D e .
> SNMP S BEHELE

SNMP B =AML e K : SNMP & # (SNMP Manager), SNMP fREE(SNMP Agent), MIB J
(Management Information Base, & ¥z E%E).

SNMP EHE . JZ1T/E SNMP & e 7 K LAk, St 1 AR5 A M NI BT, 75 M 2548
B 03 T8 AR 2 B I 2% e i R AR

SNMP fRHE: FEREMEHE A L — AR, AT, K E SNMP & B G R SC. 17F
— LB, SNMP AREEth 2538 51 SNMP & & S48 1L

MIB FE: HiEHENRMES. CE L THEESZN—RKYIMEE: SR T SRR BER
AN G B R . 4 SNMP RREATE H S MIB. SNMP & H #Z HR 45 AR 7T LAXT MIB )
X R IEAT RS A

SNMP & H# J& SNMP W25 & B, SNMP AUHEE 2 SNMP /48 B FE 3, A AT] 2 8] 38 SNMP
PR HAE B EE, SNMP &34, SNMP /REL. MIB JE =& LAWK 14-1 Fis.

MIBJE

BB EMIBAE &

A

RS RREE
SNMPEH & SNMPACHE
K 14-1 SNMP Mtk &K
>  SNMP A

AT AL T SNMPV3 & BEINRE, [FIRS 3% SNMPv1 Al SNMPv2c, SNMP &2 F1 SNMP
RELF) SNMP WA TR E—3, BT A R IEE, TR A OB TR, EBAF 2%
5 P A BEAR 2

SNMPv1: FKfF1E4 (Community Name) AiE. HF1A4 ke X SNMP & H& f1 SNMP {{#E
IR AR NF SNMP LI I A L2 B 5 B A RHAT], Z3RC s £ . BIRAEs] 734
T, FSRBR & SNMP & FE % SNMP ARER K35 i)

SNMPv2c: HRHABIALINIE. BIEMZ SNMPVL I FEE X578 7 SNMPVL ) IhRE .
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SNMPV3: SNMPV3 7ERTFANRAS vL. v2c sl B R RINsS T 22 A PR P oal i, AR T
VACM (View-based Access Control Model, FT#1EHV5 M #E#I#%8) & USM (User-Based
Security Model, %7 B2 2880 FHAUENLS]. H AT PL E D IERIIN % Dhfe, Wk T3k
WSCRIE T WA A, EERIAREH IV & XS SNMP 5 HLE fl SNMP ARHE 2 8] A& 46
WOCHAT I, LA i . @A CERTE T SRR A, LN SNMP B335 Il SNMP
RELZ ] B S R T S i 2 Atk

>  MIB Efaif+

MIB & ARPIREE A EAT AR . BT R B B B, e W] DA AR TT AR 1K — SR B AR ME — i i
Al BE B R AT LU — SR e ME e, XA T RAAE BN R OID (Object Identifier, %%
PR . MIB I/ 14-2 fis. B, B ) OID A{1.2.1.1}, A ) OID 4{1.2.1.1.5}.

14-2 MIB #4514
> SNMP EBEEHME
o GIEME

MIB #1248 MIB B R — T4 BHXTRLL OID (Object Identifier, X GARIRSAF) KE
N, JEIE A E A R AR CRERHERR), SRIAFIEHNZAE I RSN H . £
HEH 4 1) OID A LATE SNMP EHH{ F3RE.

o fiji# SNMP H

B )5, FECE SNMP H, HAAR", etz “Le2f " =M FE R H, 48
WARFE A [T ONEA SNMP AAINA B A SAEALE, A2 74T A RN
P X A B L e B4 07 T AL BRAS [ AR 75 3K

o fgEH
F P BT SNMP 217, SNMP ‘& Bl 4 FH M A 81 22 1 F P R L GIE I 25 25 R SR 5 5% SNMP AR 2 i
SNMP #5335 B T i & A2 LK) SNMP IhRE, 45 SNMP BRB . @BAEE AN RMON =N

14.1 SNMP BcE&

EATIREAL FTUARCE SNMP (AT e, BifeRmE. MEREHE. A%E. AP EEmnEkx
B TG E DU .

14.1.1 &REEE
ML B A ML SNMP ThAg, 1 %6 75 370 A TUR B A2 HeHl SNMP 14 JR Thk.
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EARER A E: SNMP>>SNMP iR B>>4 RiE
LEEE
SHMPIDEE : EE Y zZF ==
S RS
_ SHAID
IS |EED - 20002e570300082h5666915 [ 10-64-T7=ifEl=a )
IESIEEE
e B
ESI=ED : ( DEE10-64-T788=T)
KR
3E
S |ZEIDaY== L B,
K 14-3 @& E
% BN
> ZREE
SNMP Zhfk: PR A AL SNMP IhEE .
>  AHF|ERE
A5 % ID: JAE A SNMP SR 5155 1D, A P i e AL S| 382 F .
>  mESIERE
25| % ID: H'E SNMP & HIR 5% 1D, mAEH P @A mfEs| 3 2 K,
AE%:

5% 1D By F AN B AU R EL

14.1.2 B

7E SNMP 2 3CH s 4 B4R & (OID) RAtid S # LR ) BEXT &, MIB (Management Information
Base, &SR ) 42 T i 5 I 4% B a8 (1 SR B (R AR o A0 IR PR Ol 428 i 8 LA 2 din e A A BRI
ATTFHRECE SNMP L .

AT ER A E: SNMP>>SNMP Bt B >>41 E
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FENE
MEE=EH - ( 1-16-9325F )
MIBFHI0ID : [ 1-61-9281F) =4
HEEER ai= Hepe
NEFI=
iz EER WERER MIBFOID
viewDefault g5 1
viewDefault Hepe 1.3.6.1.6.3.15
viewDefault Hepe 13616316
viewDefault Hepe 13616318
L2 | (#ee | [ =8 |
K 14-4 R
% HANEH
FEME
LB FR: HEMEZHMAHK. —METLEZAFEZEZHE .
MIB F#f OID: HEZMEXEHWEHEAE (0ID) .
gl B OID [T,
o fUfE: % OID m] DIgR & H A B
o HEFE: 1% OID ANREME BRAR (M H,
> HEFR
priit 8 R BT MR . F— AL T A AR 4% B S8 R iR .
B LR TR E A FK
HR B A SERAT R OID A,
MIB F#¥ OID: WXL E R E AR (OID) .
14.1.3 HEH

AT R E SNMP f2H, 2N i Famad Hak .
HATEHEE: SNMP>>SNMP BB >>4 £
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HEE
HE: (1-16-25F )
=218 v v
=2mE A =D
BEisllE - viewDefault v ==
BEH : = v
EARNE - x v
BFI=
prizes =g ==RE HigiE HEHE = B
FEAE
L2z | (86 | == ]
HEE:

—MEIEE—TRENE | B\ REERviewDeiault,

R

v

sk HI 4
HELE
HAg.

REEA:

K 14-5 &

HEHA . 5 a0 2 &40 = WatFRARZHKIRR, =
WA R A A e A — 4

PR 2

e vl: SNMPv1, RAIHFE4 (Community Name) AiE, tHa[ LA
1E BB B8 L i AT E

e v2c: SNMPv2c, KHEA4 (Community Name) AiE, thA]
DATE A 2 U T LTI

e v3: SNMP V3, RH USM lik.

1 SNMP v3 HI2H 122 42050
PR AL, X RTE rIALE R RE R AR A e g i

A GUE, WP R e AR R . A E AT
FEAE, R A N AL

PR FIAL I, B R AR AT DL R T A B A3 1) o A

Ak HRTMER, W2k,

27k SNMP 444 .

BRI R

BRA AT

B b B RS R L A
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REAE:
b
2

A‘E‘%;

B B R ERERIALIE AR
R R BATIE IR AL A4 B

TR N H R <gwiE>tatd, WTMBSuZA B K. BieE)E
mii<Blea, BN EE

— N —ARENE, Bl R E A viewDefault.

14.1.4 F P&

SNMP & B AR LUE T P (0705 s LT E . ALl SH R R A
[ 22 4= ) A5 el 4 AL BR o AR ST SKRIC & SNMP 8 7

AT ER A E: SNMP>>SNMP BB >>H

BrEE
BFRE: [(1-16-T=F )
s Sl THES v HE v
SefE v v E22RE T\ iFAhnEs
WIEHER : = M= (1-16-T=FF )
hnEE - MEEE [ 1-16-T==5F ]
L&Em | (== |
BFFl=
iz = BrE Sl B8 e =285 NEHER nEER B8k
F=EAE
L2z | [ B | = |
fz3=

RrP==iEsl. S2RLFIEREEISSE. S2EAER.

FHAH:

> RPEEE
R 4.
EVAES:icE

HA4.

ZEHA:

K 14-6 &

HEH ) 4.

Sk AR St
o M EAEAMGIE T
o R ENAETRETIE T

WP WA AT 2 e g R E R TR
#H.

HePe 22 i,
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ZELH: BV e ot I
WIEAR: #HE SNMP v3 H 7 A ERR 5
e Ji: AINIE.

e MD5: {5 B,

o SHA: Z4aHpE:, t MD5 Hz 4t E & .
NN P NI
TR Pt SNMP v3 F 7 R sk

o o: AN,
e DES: HHEInZE sk,

I D PNIEEATR
> HPFIE
i B FHETIIER, T2
Fi 4 TR
PP TR,
4 BoRdl 4.
REMR; N
R R A
IEAER BN,
JIIE e BRI AER
A SR % B <S>t AT DUBEOZH P TR 4L, 1
B <> e, SN A
i
BB e R e BB LRI BA TR Ze BRI,
14.1.5 FAAkE =

SNMP v1 Hil SNMP v2c K FHBIE4 (Community Name) AIF, H#&&Z ST 2500 T 2017 .
FEF /2 SNMP vl f1 SNMP v2¢, BB MBI )G, "TLLEEAEATEE SNMP 1HRIA,

HARER A EE: SNMP>>SNMP Bt B >>F 448518
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EifRA =
EHAE - (116435 )
IR A
VIR : =
MIBHIE . viewDefault v
Eir A=
pri = L 1R MIBHHE] £=fE
FEEAE.
L2z | [ B | = |
HE:

g MIB B aviewDefault,

FHNA:

> H#EEE
Zilx 2B
R

MIB P& :

> B#FIR
it
B4 -
BUR -

MIB P& :

Btk

AEE‘

K 14-7 Rk H

HE R4 .

TP AZ A AT AL B8 U7 T AL PR o
o Nk FAKHAHNALELRA HREAER .
o UG PSRN B BAT B E AR .

e ARV 1R AL o

2% HATIMER, A2k,
ATVl =2

w7 A AL B ) U R BURR
o A R] U ] AL

s I 2% H RI<gm >4, T DMS B0z A 00 iR AL L 5 T AL
R. BHet)n mdi<fEie1id, BN aE.

H 1A 2k A MIB #1LE % viewDefault.
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SNMP Ljgefc & 0 5%
o ¥ SNMPV3 kA<

ST | B PLBH

1 5 H SNMP 45 Ihfg WikEE/E. £ SNMP>>SNMP BEB>>4 R E b, BH
THALH SNMP Thik.

2 B A& EAE . £ SNMP>>SNMP BRE>>HL RSB, 68
B RAMAE. BRIAMLE 4 N viewDefault, OID 4 1.

3 f1)78 SNMP 2 VIEEAE, 7F SNMP>>SNMP ECE>>HS M f, )4
SNMPv3 2RI 4H, I LIS INAS [F) 05 18] A BR R A B

4 A% SNMP A1 1A Wik EEAE . £ SNMP>>SNMP BB >>F PR, 68

SNMPv3 A I, FFBCE T IR 2 S 6

o il SNMPV1 kit A 5 SNMPv2c FitAx

PB® | Bk PLEH
1 & H SNMP 425068, WikEEE. £ SNMP>>SNMP BEB>>4 R E b, BH
ZHHLE) SNMP IRE .
2 B AL Al EERVE . 7E SNMP>>SNMP e B >>H0 B 5 v 1, )%
TR RAME . BRIAME 4 N viewDefault, OID 4 1.
3 HiE | SRk —H DI
i WE o HBWE /A SNMP>>SNMP RS >> 445 18 71 ],
= 017 SNMP 41 PL SNMPv1 Fl1 v2¢ WA A 2 3047 % E .
Ui o [HEEEERALY SNMPV3 A —E 6 SR, Wi
i | g AP #] viivee KBFZH, BIAH 24T SNMPvl Al
B | | B SNMP HLR SNMPv2c HUA I 4. 7 SNMP BB f |k
g | DR | WA YL EI 4 T SR LR FLRO P 44— 5K,
ZAH AR vivee FI P (ER) B, SRS %
2H 1) 5 5 A B N
14.2 fﬁ%ﬂ%ﬁ

MRV B T RE A SR T Bl 1) B AR A o S e B ) B A (B R A, [T R
B S A AL — Ltk o8 A HEAT I M A AN AL P

T AR L5 9 LA A
Trap: Ki% Trap #SCE A SNMP &

Inform: %% Inform & 3CE &N SNMP &3, JF HE R SNMP & H &R RS R . 38l &% Inform
WG, HEIL R E A A BCE] Inform [B NS, W2 E R Inform )30, H EAREG,
ANFHER K%L Inform 3. Inform BAH S ATEEM, (A SNMP v2c #1 SNMP v3 7] DU§ A .

ATTHRECE SNMP (B A& F I Re

FEANTEBI T EE: SNMP>> 18408 1 >>8 M8
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IHEZEEE
E47IPHERL : UDPIRDO : 162
BEFEEFE L= IPv4 A
=ofE vi L L] TR
IR Trap
Efs: (1-255)
AT - F(1-3600)
BrIFF=
pri==3 EfuPiaht PHEhEER UDP&EDO BEisEArRE =2ET okl EREER B FEii) [-=3
FEAE.
EREETERER
K 14-8 iEEE R
B4
VL ERE
B 1P Hiht. HEEHER 1P Hull.
UDP %3 H: WHEEHE L LS AA@E SRR UDP &, 5 1P k3L
EH . BRIAN 162,
Bk 42/ 4« Be B B H AR A P 4
IP Hyht$7 . A 1P Hihl2EA
ZER: PR Pz e
ZEHH: ic & SNMP v3 I FH 7 122 4= 2800
piEp I it P A FH )l i S R,
e Trap: DL Trap J7=UKIE@E A .
e Inform: LA Inform J7 a0 kiM%, Inform EAG 5 & i ml k.
Hik: S Inform i SCHIEALIREL. A2 HHLRIE Inform 3 J5, A&t
B B TR] AT A USR] Inform [B] B4R ST, 2 8 % Inform #%3C. 8L &
B )G, BABEERRIE Inform 3. ERIAA 3.
HBHAT . HEZHALERS Inform [B] SR SCHIRS ] . BIZ A, B EHTA
i% Inform . BRAN 100 0.
H K ENFIR
privt= Ak AT INER, ATk
B 1P Hudit EORNEHEENLN 1P Hofk .
IP Huhk2RAY. o P kS,
UDP %3 H: EONE NS ARSI R 1) UDP i1,
Zil )z f S ENERR BRI 4.
ZER: o P2 e,
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ZEZH: 57~ SNMP V3 I 42 4000 o

ERIRAY.: S R R SO A

EXE SERWCE] Inform % 3R] R SRR I 1] .

R . 278 Inform i SCH AL E

Bk AT 2% H <giiE> 128, AT DMBBOZE Mm% H S 1BEGE

e mi<Bieiad, BN EER.

14.3 RMON

RMON (Remote Monitoring, M %% AL) T4 %:T SNMP & Z245#), & IETF C(Internet
Engineering Task Force, KR THEAESA) $-HKIFRHERIERE, MRl SNMP B 5H 8 Hh
M b s 2w f2 % 4 . A RMON Zhfg, W AT DUPRE BRER M 2 . o B sl ise 4% AR i b, AR
MR BB Yo+ i, By 128 BRI 2. [RlH RMON MIB 8 A] DLc 5% 9 28 14 fE A e ) £ i, v DA
FEATAT B (B 190 7 52 308 T REAT A 20 U522 K. RMON 3/ T SNMP 25 B [ AR B 1] Fr) 38 £
T, fHA5 I AT LA B AT RO R T N 4

> RMON K IT/ER#

RMON fX#7E RMON MIB 7ML E R, ZHHILEAN RMON R /5, HA T RMON £l 11)
ft. BWHEMH SNMP [EA 445 RMON RHA HER(E R, WEMKSIHEE. HEH T
H YRR, B HE JCyAIREL RMON MIB )43 8uds, — M H el DUREE RIS E S, X P4
it Fised. FA. Gt AR,

> RMON#A

ARZEHLZHF RMON #EyE (RFC1757) W@ DTS . A Guit- g AEiRA.

RMON 4H | Djfg JLR

ol | R T B I 2 e il (5 | RRER L SRR OURE
5, 17k DL F S0,
TG 2 A%

gl | TR R R E | S RE . BARAL. IR .
e VL e
FEE S0 P A R 2
LEiD

] I A AR AR e 1) | RS AR AL, R SURaRE. AR . A%
AR HHEf. CRC Hzmi. it/ (FGEK M. w
M LA K LR KB . 64, 65~127. 128~255.
256~511. 512~1023 F 1024~10240 F7i.

4D 90 eI IR E B AR AR B AT | B AR FREISEAL. mEEAIRE . BRE ERR . BRME T RR
S, — EH s R | E R A T
O ik A AR

FEATNREAL AT LABC E RMON &AM, WiRgTHA. Prsed. SFARAEMmERA DA il & .
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14.3.1 4t
AT KA B RMON [l 4t it4H..
HATRHEBHE: SNMP>>RMON>>ZiH4H

FHHERE
IDE - ( 1-65535 )
=0 ( fEC : 10001)
SEE (118025
W E= v
stEEFIE
®E DS N HEE s =1
FHRD,
(=g | (& | (= |

Kl 14-9 it

FHIA:
>

gt E

ID 5 HEG&HNID 5, K/EH Y 1-65535.
Wi H e BS B IE RS ORI 1

jollf=-p HEAERE—%HIM 4,

RE: P A FPTIERAER H

> GHtFKEIIR
ADMEX RA R CAAEM G A% H R ERE & .
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14.3.2 iS4

AT SRt B RMON f#) 7 S 4.«
HATRHEBFHE: SNMP>>RMON>> [ 540

e
HE FS Frrs SERFEIRS (#) EAEENE sES Wi
1 17071 1200 10 monitor =E
2 17071 1200 10 monitor ZE
1 17071 1200 10 monitor =E
4 17071 1200 10 monitor =E
5 17071 1200 10 monitor =E
g 17071 1200 10 monitor =E
7 17071 1200 10 monitor =E
g 17071 1200 10 monitor =E
g 17071 1200 10 monitor =E
10 100 1800 10 monitor e
1 100 1800 10 monitor e
12 100 1800 10 monitor e
(=) (&) (=)
K 14-10 Jisedl
FHE:
> PIERAEH

privkz r) ik sk BB R R

2= BIRRFERHNF S,

PN M PEREAT RAFE 3 1

A I S5 9 RIS TR BRIy 1800 1.

BAKAEEA - ST 2 3 SR ZR I BE S CR AT R A A 2% H B0 KB H - Vi

N1-130, ERIMEN 10,
olf=ep S QI ZCR RS H A SEAE .
R A 75 LT TR
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14.3.3 B4

AT kAL B RMON [ 3444 .
HATRHERHE: SNMP>>RMON>>E4R4

EHES
HE =2= AFE fEr =3 sEE =
1 public 7 moniter A
2 public = maonitar IZEE
3 public x monitor =5
4 public I monitor =5
5 public ¥ maonitar ==z
fi public . manitor =5
7 public = monitor ZH
B public . maonitor ==z
g public xz monitor E=3=:]
10 public = manitor EH
11 public = moniter A
12 public x maniter £ ==
2w | [ &= | [ = |
14-11 FARE
% BNA
> HHEE
Mo (a3 26 L
5 BRFEMKHBT S,
P 4. HEHEAFTE T Z0 N A 7 Z Rl Ay, KR e A
AT K%
. BUS AR R -
KA TR,
o JG: AHATATHERAE.
o HE: Ml Y, i SNMP &AL
o HAN: MEHENAIEREH L.
o HE&IEHN: FHA LKA IF 1) F N UAIEIRE T B
ol S QIR A 96
RES EFEE R B TG % H .
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14.3.4 EiRA

AT KL B RMON [R5 4 .
HATHERHE: SNMP>>RMON>>24% 40

ERES
HE FS iTaEE HiirZR ERER e = TEEE TESE EarEE  EEERE (B ) slES b
v v v v v v
1 RecBytes BIHE 100 100 2T 1800 monitor =5
2 RecBytes BATHE 100 100 == 1800 monitor =5
3 RecBytes EFE 100 100 286 1800 monitor =5
4 RecBytes SEITE 100 100 == 1800 maonitor ZEH
5 RecBytes SmyTE 100 100 =25 1800 maonitor =5
6 RecBytes syl 100 100 2T 1800 monitor E=3=2]
7 RecByies EFE 100 100 ST 1800 monitor =/
8 RecBytes EFE 100 100 == 1800 monitor =5
a RecBytes BFHE 100 100 == 1800 monitor =5
10 RecBytes BIHE 100 100 2T 1800 monitor =5
" RecBytes EiE 100 100 =7 1800 maonitor =5
12 RecBytes SmyTE 100 100 =25 1800 maonitor =5
(=22 ] (& ] (= ]

Kl 14-12 ZHEcE
% BEAH:
> EBREE
pri= /)35 2% E T B AR E
FF5: BNERFHMT S,
THEEs HREAR AT &
Giit%H: BB R AT AT RS % H .
FEBIKAL BRSSPI 7, PR EURE A8 5 U AT ELE
o YENHE : 7E—ANHURE FE I 45 RO K R 25 T b 5 BB A T LU
o . MGIITEMEME b —RIREE 2 J5 B3 & B AT H A
EA B WS b R ZAR M FTHRI{E . BRAN 100.
EFtE AR TR E BRI E TS .
T B HS il R B T R RIME . BRACH 100.
TR HERE AR T B B AR AT S .
BB ER: PR A R 1 77 2
o Tk HAEMR BTHBRIME G i R AR
o FFE: RIEMMAR T MBI 5 fil S AR
o A¥: filuR ETLAR [ BRIE A il R A
F 161 ) K » HEERIGE R R . ERIAN 1800 .
BlEE HS 01 B4R A% H Sk,
R WP i s % H .
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FE:
LVERTENRFEAER —Fm LSS KB EER, RAEE KT EEHENHF. B EAZR
MTBRERERET AN, BIT -k EAER, WT—R%HTHEER.

||
Im
X
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$15%E LLDP

B 2 RBLPMY LLDP (Link Layer Discovery Protocol) #&— A2, 7ERF4 IEEES02 Frifkf)
JRISER IR £ rhr, SOV 5 Ve R AV R e 4T B il B I RE S . LLDP #i4E IEEEB02.1AB Fr
W& BAR IR, MEREFIIC B 5515 B LUNAF T TLV (Type/Length/Value, ZREVKFEMED, Ffd
3E7E LLDPDU (Link Layer Discovery Protocol Data Unit, £ /2 &K S CEE S0 d ik AiZs 48
JER A%, ARJE AU BIX B BUE B H LIS HER MIB (Management Information Base, & #Hi{E 8
JEEOTE A ARAT LK o 25 8 1L R G ] L Ik 3 B B SNMP(Simple Network Management Protocol,
fET L S BRSO SRR L5 5., AAT U B I W i P A= R 00

N T RN (K BRIL IS AR AN R A 248, IETF CInternet Engineering Task Force, H.JEK T
FAESSUD HLURW T hRE MIB, —S84 M4 T FAA MIB. {H2, |EEE 802 &Ml fiJH A
Gu— bR kAL MIB {52, LLDP f#dk 7iX— @, LLDP Phl suvrANE) 7 i N 4% 152 45 B ) T
£, 1217 LLDP Phl B+ Re% B 3kl f 5 ) &1 fm & & 15 . LLDP & W] DMEIs 47 AN A 2% )=
TSI R G0 HAH S 20 5 445 2

SNMP 5 FIATEAFIH] LLDP SRHR(E E,  BEAT W25 ik fmlb Ry, B 2% iRk, 4ERF IERH I
RS IEE
> LLDPDU

B—> LLDPDU #5417 U A ZB ) TLV PR — A EE 2 DA TLV. 21 R B s, Chassis ID TLV,
Port ID TLV, TTL TLV #1 End TLV &% LLDPDU i A4 P04 TLV. A& TLV 2 H 2%
BHARGUGEN, EARME T X T A LLDP W& M VFELNME E.

Chassis 1D Port ID Time To COptional ... | Optiona End Of
TLY v Live TLV TLV LY LLDPDU TLV
] M M M

M - mandatory TLV - reguired for all LLDPDUs

LLDPDU 1 # KA B HHRE R B A% $n s 2 AN P s BT Fe o B B RS B v e . it IEEE 802.3 MAC 13
WKL, LLDPDU HIf KK JE A TAG fIFEA MAC it KK R, B 1500 7.

> LLDP TAENL#I
1) LLDP [ LAERE
AN FLE AT LA I B LLDPDU (ORI I TR, SR o 11 AT LATC B DU b AR
o Rk BERIXEL LLDPDU.
o  Hiafi: HXRICEIR) LLDPDU HET A, T[4 &% LLDPDU.
o  Hkik: HIa4lhki% LLDPDU, TMiAXH Y EIf) LLDPDU T AbHE
® A BEAMAMRIE LLDPDU, WHAKTE:UE Y LLDPDU #E4TAb#E
2) LLDPDU &L

® i [ TARAERIE LN A EE R RIERE I, e 2 A Pt ) 410 /5 80 % %% LLDPDU
LlE s HERIER .

267



=EMERZEN H

® CUARMI R RN, WA RGBS . YA TE R ) AR, Ak
Fu b S A 3% LLDPDU 1 S &M% %, NMS (Network Management System, [
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REEIR FE A 11 408 8 R A AR il 152 4 1) R GE A R

=gLb. b UL 1 418 5 A 2 1 ¥ 46 BOAS PR M 1k, ) 0% 457 TR MU AT DA S o 2 i
XA Hh B % AT B
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LA - fEREERS PS - OIS FS - S PW - EEEE

15-2 i LA E

FHAH:

> SOmE
b8 RO E N OS5, "2k,
pAup IR AT WAL B 1

271



=EMERZEN H

i FRAS: VEFRUE 11 LLDP TAERS
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11 2006-01-01 08:00:29 StaticRoute level_6 Static route initialization OK.
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UDP 3505 RIiEMNER RS H EN AR UDP g5, XHBEFHRER 514
AN
FEEF A fRE K ES RS2 L RG HERCEL . RASNME/N T a5
TZEW ARG HEA S RIERIEN RS 25
RE: Je HIEE A Z IR 55 4% -

16.2.4 HESH

H &5t Zh e T BUR ORAFAEAZ H L B 1 H SR B DO IR T L i 2 W geit ot 2
JEHAE KA ERR S EARGUA BN, FERERESHHEER, DERBEREHRA SN — L 25
B NSRRI SR

HAREATE: RAEP>>RAHE>>HESH
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BENEHST
S kAED . FERENHSE, UEREHErG AT 2 M-
[ SYRERH ] [ el ]
FE:

1. FEE EERRSHURGHEN, ATERERETIHRLLFIRER A —EEERE, xE
HREHEE S

2 SEEEHEREERRRE . HEREIETLEFT. BRI, -

Kl 16-6 HES
FHE:
> HEXHSH
Tt B B30 s kiR S H A I H EE R

16.3 R&G izl

RZHAIAE T RN DI EE

16.3.1 ik

4 K6 ) D A B A 55 50 LR 1D 2 05 2 75 i A 5, B B 58, R e Ty T LA B D
TR HEL

HARETE: BAES>>EALN>>SR 200

i L M
UNIT : 1

N T A T R P A P P i P S [Pl
N[N BN /N R K KEY (KT KA (KEY ESN EEY B2 ETA P SN K R RSN RN T T

T smeemn Dlzsamn 0 Fmesn

=R
=74 HESE HEEEE () HEHEE (32)
HATA -
f==al=
EFTC
370
(== ] (= ]
f=3=H

1. AE—MNEORSEFRISE | EEREFLiE.
2, SEENTEEEEST , BESREER.
i, BEEERNEETLRE | (ESE.

K 16-7 ik
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% H N4
> LRSI
W03 O« T PR AT 4R ARSI (3 11
Lext BN S
LREORES: Ko O E RS HFPRES . WTREERIPIRESR: E%. Eik. IF
e BHTTREC . 53 N AT RE HH I B AN S G0 BG4k I P 475 100
o JTiR: LRERTPAWITILG, i paX R v R R — AR K Sk Ak
LRUREMAN B, T 4R AR 48 AT R R E T
o k. LRERAIEN S HAEAL, SEUERK.
o [PHFTIHC: INLR 5 & jn) .
REEKE: LR NIERIRS, BRIZRS K.
HAEKE: FrR BN TR PH PR ECIRAS, B R iZ 88 A K .

Az
o HEMKERMEMLMNKE, TRAYREMKE, BYANGKETRAERL,
o BMERRESE, HANHERLTELMNERL LK.

16.4 WZEiZHT
AAZ AL T Ping AL AT Tracert £ D16 -

16.4.1 Ping #:ill

Ping e I T g AT ARSI AZ B L5 2 M 28 B35 R A5 nT Ik, 7 (28 B B 2 R 48 BT P, e AL
2R

Ping R FE 40 R .
1) LR H AR B K% ICMP i RO

2)  WERMZTARIEH, W HAARRSARRENZRSOE, FAZHALRE ICMP BRI sk
RN ERSY

3) MRMZTAERS, WERER SR H A AT Ik BG4 SR (E .
HARERI T RA%EST >>M K2 H>>Ping # il

AN
=X
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Ping #:31
BiFPHEaE 102.168.0.1
EiE 4 i (1-10) IEI.
img
' R
BE)EEE : 1000 = ( 100-1000 )
Ping &5

Finging 192.163.0.1 with 64 bytes of data :

Feply from 192 163.0.1 : bytes=64 time=16ms TTL=64
Feply from 192 168.0.1 : bytes=84 time=18ms TTL=64
Feply from 192 168.0.1 : bytes=84 time=18ms TTL=64
Feply from 192 168.0.1 : bytes=84 time=18ms TTL=64

Fing statistics for :
Packets: Sent =4 , Received = 4 |, Lost = 0 (0% loss):
Approximate round trip times in mill-seconds:

Minimum = 0ms , Maximum = Oms , Average = 0ms

] 16-8 Ping Kl

FKHEHNA:

> Ping &
HAw P Hidk: S FEME) B AR R 1P Mk, SCHF 1Pv4 bk
RIERH: 5 Ping A i A2 R A0 8. iU A E .
RIEIR K : 5 Ping Ak &k ks A KR . U A A i .
P[] i o Ji% \CMP 15 SRR S (¥ 18] 18] B o

16.4.2 Tracert &

Tracert for il A LA G AZH AL H AR T T &l iR e o 248 IR, A A 2 A & AT RA2r#r
HH D IR P X 2% 4 1o

P A E A E G —A TTL 7B, SEIREaEMghiE g, S —A8h TTL 7B HIE
I Lo 4 IP B LR TTL 72BN 0 8E 1, B8 HH 28 L BURE £ 5, A KIEJR P E — 1~ ICMP
AR . IXFEREA DT 1B R A0 LR 2% S A W B, TR 1k U PE 2% i Bl

Tracert f L FE a0 -

1) THHLRIE D TTL N 1 R B 3%

2) ik (RNZIH ST RERE — NS BN — TTL HEE B ICMP #i5C GZIRCHPEF S
—BEA 1P Hihb), IXFERZHNLERIS B 15— AN S bk
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3) AHMLE B RIE—A TTL v 2 MHRSC4 H 3%
4)  HEBEBIN A TTL B 1 ICMP $5C, SXFEACHBLAUE 2 72 AN B s i3k

5) HEREU FBREBHEARIEH KRS, KHRIBEE] T INE R H K& Freeid i A # b s
Hhdik.

BATER T E: REET >>MLLH>>Tracert Kl

Tracert #=0
BfFIP : 192.168.0.100
mxm A
Tracern 55

Tracing route to [192.168.0.100] over a maximum of 4 hops.
1 10 ms 1ms 1ms 192.168.0.100

Trace complete

K 16-9 Tracert £l

R

N Efl\jnj:

> Tracert &3

2

HAx IP: S H AR R) P k. S2F: IPv4 ik,
BB TS IR R SC R 3% O e KRB
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BLIE BHRGEY

AN, 7T LB FTPIIREME . FTP (File Transfer Protocol, SC{-4&%ithil) FETCP/IP
PO JE T N ZE P, B TR IR 55w AAS M WL 2 [ A4 S, 2 P4 AL s A
A PN o AT LR A s S 8OV IE W R shi, AT PR FFTPILRE S 3T N ik .

17.1 BEEEE
p—
l. —
~ Console ] 01
Ao B EAL AEHL FTPR% 2%

K 17-1 FIH FTP n#sr iz K
1. FTP R&#@ kom0 1 &8 33 ML,
2. EEiHHEALEN Console M 5AZHpLER:. BLE HHEHNN FTP RS2 A] LUZEE—& FENL.

3. BRCHMHVERA A AR FTP IRSS AL H 3R, JHCSARR A 7 44 3 65 DU R SR A 4 A5
DA R 2458

17.2 EEEBHR LN

SERBEMFER S, DA RIETHEALRER IE % H Sl Console M7 AME 3, HETHHEN gl
Ll HARFT,  DMEE BT
1. FTHFHHENL i BR2F (ln Hyperterminal #2F7), B &40 F 24

= JHFE: 38400bps

= HdEfr: 84

= AR B

= fFIbfr 142

= HEdEl ok
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2. HEHFOPREANRZES, TULESR “TL-SG5452P>" M, i ORI & A8 #i bl .

Py 1 - R - =
MR REE Z=EHV) FNC FEM EEIH)
0= 3 EH =

TL-SG5452P>_

Bt 0:00:13 Safgill 38400 8-N-1 NUM

A

17-2 4 ER

&
O

k=
4>
py}

i}ﬁ")ﬂ:
FHEHE R Windows XP %41, o AT > ARF>HE>B AL ERT, THALmTERE
., BEWERESY, BT EFXHEM.

17.3 bootUtil SEE T n# k4

FIH FTP DhRe I 75 NS ALY bootUtil SEER . 4% I8 T THI4& 7 25 BT 21

1. CHEE LR &R RS #AL Console 1, FEFTITEC B BT B i . FTP RS 2834
BB L 1 1.

2. WSHAHLMT RS, SR A S 7 21327815 B Press CTRL-B to enter the bootUtil i,
[FIEF 4% T Ctrl #2582 A0 b - BEHZEEFE N bootUtil 325, W1l&] 17-3 Fiw.

*

= TP-LINK BOOTUTIL(v1.0.0) *

Copyright (c) 2015 TP-LINK Tech. Co., Ltd
Create Date: Oct 20 2015 10:82:35

help - print this list

reboot - reboot the system

ifconfig - config the interface

fip - config the remote host ip,the user name,user password
and the image file name

upgrade - upgrade the firmware

start - start the systen

reset - reset the system to the factory config.

] 17-3 bootUtil 3% H.

BT iZEn s B BRI 88, ol IEAS ML E oG — B A% Ctrl #2888 b FRHZE A, |
Fl3# N\ bootUtil S,
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BEN bootUtl L5, B /RRLESZHAL IP S8, ar kg Un:
ifconfig ip XxXX.XxX.xxx.xxx mask 255.255.255.0 gateway XXX.XXX.XXX.XXXo

BEAL B E A HALRT IP #ihk oy 10.10.70.22, 65 255.255.255.0, Mo#E N 10.10.70.1.
Man U TR FN 2 Ja 44 0] 24

[TP-LINK] : ifconfig ip 10.10.70.22 mask 255.255.255.0 gateway 10.10.70.1
SRIG I BAF BT RPAFH) FTP IS5 as 0S5, UGS FTP IR5% a5 L F 8. e

KN ftp host XXX XXX.XXX. XXX USer XXXxx pwd xxxxx file xxxxxx.bin.

UEAR LA RTE 1) FTP fRZ5- 28 250N H1: 1P Mtk 10.10.70.146, 3% FTP M4 K /4 1%
155354 123, S HMUKI T ARAE LN up.bin. VEI@ U0 TR, N4 5 %00 48 .
[TP-LINK] : ftp host 10.10.70.146 user 123 pwd 123 file up.bin

i JEH N upgrade fir 25 12 R RS TT A6 TH I 554 %, R i 23 SR $ 715 .- You can only
use the port 1 to upgrade, WINF7R. 1B G O 1ERR FTP kRS, 45 FTP %
AERR G 1 KB AT . W FTP kS Al o 1 1 5 #LERIFEL Bk,
[TP-LINK] : upgrade

You can only use the port 1 to upgrade.

kg i U HR RS B Are you sure to upgrade the firmware[Y/N]: I, #iA Y JFEETF4%,
BN NIRRT PR B R#F RN BT, TR 5535 1 [TP-LINK] iy 2 42
AN

Are you sure to upgrade the firmware[Y/N]:y
HHHBHHBHABHHABH AR BHABHHABHABHABHABBHARHSA

BHHAHHAHHHH A A A BB BB AR HHHAAH A A A BB BB AR AHHAHA

[TP-LINK] :
SERCER 6 P JE, WAL E S, T DU CLI A &8 EAS L, W N EIFTR.
[TP-LINK] : <

Press CTRL-B to enter the bootUtil
Starting...

<

TL-SG5452P >

ML T RSN A MRS, AR RS 2 PRt NSZ AL bootUtil SE 5= Hi N\ reset fiv 4
KYAENL, BAJEKERIH) BOARE, SRITHNLEI P ARy admin,

o]
m
Xl
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(# ABCDEEGHI!IJLMNOPQ QR
ST UV W]
WX FEILER H SRR
A (8] & 5T
ACL Access Control List i [a) 751 1) 2%
ARP Address Resolution Protocol Mt AT i
- Auto-Negotiation H
B BN
BOOTP Bootstrap Protocol H 2 MY
BPDU Bridge Protocol Data Unit R B B B
- Broadcast Storm I
- Broadcast ¥k
- Broadcast Domain IR
C [l E 5T
CFI Canonical Format Indicator Lz R SR VAN VA
CHAP Challenge Handshake Authentication Protocol | J5i #i3E F- 5 3F WX
CIST Common and Internal Spanning Tree INFEFIT N A B
CRC Cyclic Redundancy Check TEIR TL SR8
CoS Class of Service AR 55552
CSMA/CD Carrier Sense Multiple Access/Collision Detect | #J5 (i Wt 22 1% 17 Il /i S ke
CST Common Spanning Tree N FEA B
D EFEWI
DHCP Dynamic Host Configuration Protocol A& ML E L
- DHCP Client DHCP % Jii
DNS Domain Name System W4 258
DoS Denial of Service 4%
DSCP Differentiated Services Code Point 25y IG5 Yt p
E BN
EAP Extensible Authentication Protocol P B AEE I
EAPOL Extensible Authentication Protocol over LAN JRI N _E T A UE i
EAPOR EAP over RADIUS &% T RADIUS HH ] EAP
- Ethernet PAK R
F EFEP
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RXHEE LR SRR

FE Fast Ethernet P LK

FDB Forward Data Base Hotk 2%

- Flow Control iz

- Frame i

FTP File Transfer Protocol AL L

- Full-Duplex LT

G EFEP

GARP General Attributes Registration Protocol W JE v s

GBIC Giga Bitrate Interface Converter Tk O e g

GE Gigabit Ethernet TIRLUK M

H EFEP

- Half-Duplex ESVEN

HTTP Hyper Text Transport Protocol B 2 SCAARIE L

HTTPS Secure Hyper Text Transfer Protocol LA AR ST

| EFEPA

IANA Internet Assigned Numbers Authority R X G 5 P2 A 2 D1 4

ICMP Internet Control Message Protocol K] 5 Do) s g R ST B

IEEE Institute of Electrical and Electronics Engineers | H#L TFEITith2s

IETF Internet Engineering Task Force RN T AR 5540

IGMP Internet Group Management Protocol BRI ZH B EE

- IGMP-Snooping B O 2H A T P BT AR

P Internet Protocol HECW L B

- IP Address IP itk

- IP Multicast IP ZH 4%

ISO International Organization for Standardization B b AL 2H 2R

ISP Internet service provider DR 5 ) i 25 B AL

IST Internal Spanning Tree N 58 A R

ITU-T International Telecommunication Union - ] s HELA B S - LA A v 50
Telecommunication Standardization Sector

J EFEPA

- Jumbo Frame [Nl

L EFEP

LACP Link Aggregation Control Protocol BB H L

LACPDU Link Aggregation Control Protocol Data Unit B A A s s ot

LAG Link Aggregated Group B RAH
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Ey ] AR R C AR

LAN Local Area Network JRi M

LCP Link Control Protocol Bl BR 35 h N

M CINEWi
MAC Media Access Control AR 1] 25 1)

MAPT Network Address Port Translation DX 2% b ik i 11 %% 4

MIB Management Information Base AR R E

MODEM MOdulator-DEModulator A AR

MSTI Multi-Spanning Tree Instance % R A7

MSTP Multiple Spanning Tree Protocol Z 4 R

MTU Maximum Transmission Unit I KAL 5T

- Multicast Hik

N EFEP
NMS Network Management Station DX 28 45 P

NTP Network Time Protocol ¥X) £ Bt ] 8L

- NTP Server RSN RS

o) EFEP
o][») Object Identifier X RIRRRF

oSl Open Systems Interconnection F R S B

Ooul Organizationally Unique Identifier BERG — AR IART

P EFEPI
- Packet A€/ HEN

PAP Password Authentication Protocol RGN UE PN

PCB Printed Circuit Board B i) F R AR

PDU Protocol Data Unit s T

PING Packet Internet Groper Internet LR

- Port Uit 11

PPP Point-to-Point Protocol J=El=ariSIY

PQ Priority Queuing RS AFI

Q BN
QoS Quality of Service Jik 55 i =

- Query i)

R EFEPA
RADIUS Remote Authentication Dial in User Service AR5 H PR SS
RMON Remote Monitoring TCFE R 2% WA AR

RSTP Rapid Spanning Tree Protocol PR A RS B L
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RXHE FECEFR H A FR
- Router % HH A%
S (] 5T
- Server AR5 2%
SFTP Secure FTP A AT Y
SNMP Simple Network Management Protocol 7 B RX) 2% 25 B B
SP Strict Priority Queuing FERGAR S 2 BA
SPF Shortest Path First RIS
SSH Secure Shell YA
SSL Secure Sockets Layer IEEZFHLE
STP Spanning Tree Protocol A AR ML
- Switch LA
T [l E 5T
TCP Transmission Control Protocol ekl Ry e
- Telnet TR 5
TFTP Trivial File Transfer Protocol a1 BA A AR i
ToS Type of Service i &)
TPID Tag Protocol Identifier PR IR IAFT
TTL Time to Live HE A7 T
- Trap Fea B
U [ E 5T
UDP User Datagram Protocol SEDak E/aRaN S
- Unicast L
URL Uniform Resource Locators i — IR ENL
USM User-Based Security Model FTH P 2
UTP Unshielded Twisted Pair eI e
Y (5] E 5
VACM View-based Access Control Model LT U i 45 AR Y
VLAN Virtual Local Area Network T L5 4k RY
VOS Virtual Operate System RS
w EFEPA
WAN Wide Area Network Tk Y
WRR Weighted Round Robin Queuing A S 1 A A
www World Wide Web YAEiAE
ENERSs
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[k B SRS ER

ZHAR

BoRbrtE

|IEEE 802.3: AKX A5t 7 il 42  (MAC) #1X
IEEE 802.3i:10BASE-T DL KM

IEEE 802.3u:100BASE-TX i LA A

IEEE 802.3u:100BASE-FX s LA (GBef)
IEEE 802.3ab:1000BASE-T T-Jk LA A M

IEEE 802.3z:1000BASE-X T-JKLLKM (&)
IEEE 802.3ad: 147 55 4 58 A bR HE 7%

IEEE 802.3x: i/ &% il

|IEEE 802.1p: 7 KM A1 LAN 25 —)Z Qos/Cos Wil (LHAFLIEINFE
IEEE 802.1q:VLAN [ #5/E

IEEE 802.1x: 4% T~ Iy -1 IR 28 U7 ie] 4% 6], - B 3 Sk
IEEE 802.1d:STP “ i

|IEEE 802.1s:MSTP “ fiff

|IEEE 802.1w:RSTP ‘£ it

POE fit B bzft”

IEEE 802.3af:# i LA W Hrdfs 25 oF 5 150 4% 51 S DA A 9 2 4 (L Fi
IEEE 802.3at:i i DA A WX B it 28 %6} 85, 158 2% SR SZ B DA IR 158 2% K T R At )

Hod A ik

PLAK 10Mbps ¥ T, 20Mbps 4= T
PR LKA 100Mbps X T., 200Mbps 4= T.
TIELUK M 2000Mbps 431 T

2% 41 I3

10BASE-T:2 X} 3 %(Cat3)zk LA I UTP/STP (<=100m)
100BASE-TX:2 %} 5 &(Cat5)5 LA I UTP/STP (<=100m)
100BASE-FX:62.5 1 m/50 um f{] MMF (<=2000m)
1000BASE-T:4 X} 5 2% (Cat5e)ai LA = UTP/STP (<=100m)
1000BASE-SX: 62.51um/50 um ] MMF (2m~550m)

1000BASE-LX: 62.5 1 m/50 1 m ] MMF(2m~550m)&} 10 1 m ] SMF(2m~
5000m)>

ek )i

FEAHRE R

MAC Hhuik2%>)

EEEE T

10BASE-T:14881pps/ii I
100BASE-TX:148810pps/ii I
100BASE-FX:148810pps/ii |1
1000BASE-T:1488095pps/ii I
1000BASE-X:1488095pps/ii I]

PoE & #:Hl: 220V~ 50Hz
4k PoE z¢#i#l: 100-240V~ 50/60Hz

0°C~407C
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S

ZHAR

AR E

-40°C~70°C

TARRE

10%~90% RH TCit4E

AR L

5%~90% RH TCHt4:

TL-SG5452: 104Gbps
TL-SG5428: 56Gbps
TL-SG5828F: 56Gbps
TL-SG5820F: 40Gbps
TL-SG5218: 36Gbps
TL-SG5210: 20Gbps
TL-SG5452P: 104Gbps
TL-SG5428PE: 56Gbps
TL-SG5226PE: 52Gbps
TL-SG5226P: 52Gbps
TL-SG5218PE: 36Gbps
TL-SG5210PE: 20Gbps
TL-SL5452-Combo: 17.6Gbps
TL-SL5428-Combo: 12.8Gbps
TL-SL5218-Combo: 7.2Gbps
TL-SL5210: 5.6Gbps

YL

1) X TL-SG5452P/TL-SG5428PE/TL-SG5226PE/TL-SG5226P/TL-SG5218PE/TL-SG5210PE
X ¥ PoE AT,
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